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CHAPTER 1

Preface

In this chapter:

Typographical Conventions

[0 CT=T o | 0 = T3 TP

Typographicalonventions

Before you start using this guide, it is important to understand the documentation
conventions used in it.

The following kinds of formatting in the text identify special information.

Formatting convention

Type of Information

Example

SpeciaBold

Italics

Monospace

ltems you must select,
such as menu options,
command buttons, or
items in a list.

Titles of chapters,
sections, and
subsections.

Used to emphasize the
importance of a point, to
introduce a term or to
designate a command
line placeholder, which is
to be replaced with a real
name or value.

The names of
commands, files,
directories, and domain
names.

Go to the Systemtab.

Read the Basic
Administratiorchapter.

The system supports the
so called wildcard
character search.

The license file is located
in the
http://docs/common/
licenses directory.
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Preformatted

Preformatted
Bold

CAPITALS

KEY+KEY

On-screen computer
output in your command-
line sessions; source
code in XML, C++, or
other programming
languages.

What you type,
contrasted with on-screen
computer output.

Names of keys on the
keyboard.

Key combinations for
which the user must
press and hold down one
key and then press
another.

#Is 1 alffiles
total 14470

# cd /root/rpms/php

SHIFT, CTRL, ALT

CTRL+P, ALT+F4

Feedback

If you have found a mistake in this guide, or if you have suggestions or ideas on how to
improve this guide, please send your feedback using the online form at
http://www.parallels.com/en/support/usersdoc/. Please include in your report the

guided title, chapter and section titles, and the fragment of text in which you have found

an error.


http://www.parallels.com/en/support/usersdoc/

CHAPTER 2

About This Guide

Welcome to the Parallels H-Sphere System Administrator Guide. It aims at system
administrators and explains how to install, configure and maintain Parallels H-Sphere
and its components.



CHAPTER 3

Preconfiguration Wizard

This document explains how to shape your Parallels H-Sphere cluster, add boxes and

hosting services and configure basic Parallels H-Sphere settings after Control Panel
installation.

Welcome to the H-5Sphere pre-configuration page. Please shape your H-5Sphere cluster
before you complete H-Sphere instalfation (update).

Configuration File

Import HS’ Export L% Restore to Default gy

General Settings

System Domain

Type of [nstallation Multi Server

Use NAT IP mapping Mo

Physical Servers

ID Name Host IP Type Controls
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Preconfiguration Wizard

Parallels H-Sphere Pre-Configuration Wizard writes the cluster configuration into the
specially formatted config.xml file (download sample config.xml  from
http://hsphere.parallels.com/HSdocumentation/xmls/config.xml). The Configurabn File

form on the main page enables you to:

A

A

Import:You upload the prepared XML file from a local machine to Parallels H-
Sphere and later reconfigure Parallels H-Sphere in the wizard.

Export:export config.xml  with your Parallels H-Sphere cluster configuration to
your local machine.

Restore to Defaulthoose this option to recreate config.xml and to restart
configuring Parallels H-Sphere cluster in the wizard.
To complete the pmonfiguration wizard:

Click the Edit General Settingson on the right corner of the General
Settingscaption and fill in the data on the page that appears:

A System Domair8pecify the service domain name here.
A One Server Installatiocheck this box if you need a single server installation.

A Use NAT IP mappingheck this box if you implement NAT (on page 30) on your
Parallels H-Sphere.

Press Submitand return to the main page of the wizard.

If you choose multiple server installation mode, you will see the Add
Physical Servecon on the right corner of the Physical Serversaption.
Click this icon and proceed to the form for adding new physical
servers and services.

Here you set physical server name, IP, root password to connect to, and choose
which hosting services (CP, Web, mail, DNS, MySQL, PostgreSQL) will be installed
there.

Note: At the moment, VPS, Windows, MRTG are not installed via Parallels H-
Sphere pre-configuration wizard.

Choose Use defaults for this servierapply default names for Parallels H-Sphere
logical servers on this server. By default, they are named webN, mailN, nsN, mailN,
mysqIN, respectively.

After you have added physical servers into Parallels H-Sphere cluster,
you will see them on the main page of the wizard.

Click the Editicon in front of a physical server in the list and edit logical server
parameters. More on Logical Servers read in Parallels H-Sphere Service
Administrator Guide.

After you have done with Parallels H-Sphere configuration, press
Proceed Installation Wizard

You will be taken to the Confirm Installatiopage. To complete
installation via CP web interface, click Yes, continue

On the page that appears check the servers you want to be
updated/installed and click Start
To see the update log, click the server name link.


http://hsphere.parallels.com/HSdocumentation/xmls/config.xml
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When update is finished and the light turns green, click Proceedo
complete installation.

On the page that appears, click Return to Admin CP

You will be taken to the administrator control panel where you can maintain your
hosting business.

In this chapter:

Parallels H-Sphere config.Xxml............coooiii 18
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Parallels Fsphere config.xml

The config.xml file is used in Parallels H-Sphere Pre-configuration Wizard (on page 15).
It contains Parallels H-Sphere cluster configuration: physical servers with their IPs and
root passwords to install Parallels H-Sphere to, and logical servers to be installed on
these boxes.

During regular Parallels H-Sphere installation, config.xml is formed in Parallels H-
Sphere Pre-Configuration wizard in admin CP and is temporarily stored in the
~cpanel/.settings directory. After completing Parallels H- Sphere installation in
the postinstall mode, installer removes this file. However, the postinstall mode
wond continue if config.xml is missing or is different from the one used at the
installation.

When installer runs in the install mode, it is required that you specify location of the
correctly formed config.xml. See Appendix B. Installation Script Options of Parallels H-
Sphere Control Panel Installation Guide.

Elements and Athuites

In the following chart xml elements are marked in bold and their attributesd in italics.

physicalServers - a list of Parallels H-Sphere physical servers, each of them
described as physicalServer with attributes:

A id - id of the physical server
A name - name of the physical server

password - root password to the physical server Each physicalServer contains ip
and logicalServers elements:

A ip - server IP with attribute:
A type - type of the physical server

Element ip contains such child elements:
A addr - IP address
A ipExt - external IP for NAT mapping

Note: If Parallels H-Sphere does not use NAT, this child element is redundant.

A mask - IP mask

A logicalServers - a list of Parallels H-Sphere logical servers each of them described
as logicalServer with attributes:

A group - group of the logical server
A id -id of the logical server

A name - name of the logical server
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Each logicalServer element contains ips element - a list of IPs, each of them
described as ip with the following child elements:

A addr - IP address

A ipExt - external IP for NAT mapping
Note: If Parallels H-Sphere does not use NAT this child element is redundant.

A mask - IP mask

systemzone - a Parallels H-Sphere DNS zone
hsversion - a Parallels H-Sphere version



CHAPTER 4

Softwae Used in Parallels$phere

This chapter lists various types of software used in Parallels H-Sphere.

In this chapter:

Integrated Third Party ProducCtS............ccooiiiiiiiiiii et 21
Supplementary SOftWAIE ..........ceiiii i 23
Used Libraries and TEChNOIOGIES ..........uuuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiibeeieeeeeeeeeeeeees 24
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Integrated Third Party Products

Even though we integrate or use the below products in Parallels H-Sphere, we do not
assume any responsibility for bugs in their source code. Should you have any problems
with these products, please contact the developers. The packages are listed in the
alphabetical order.

BS Counter http://www.stanback.net/programming/bscounter

Orhis is a web hit counter/tracker written in Perl, features include: blocking of multiple
hits from the same user, insertion of commas, text-based or graphical modes, supports
multiple counters from the same script, and tracks usersébrowsers, operating systems,
locations, top 20 referrers, and top 20 search engine keywords. (requires SSI OR
GD.pm)o

ezmlm http://www.ezmlm.org

éezmlm is a modern mailing list manager. Its purpose is to efficiently send a message to
a large number of recipients with minimal delay. It allows automated additions and
subtractions from the subscriber database. In addition, it may keep an archive of
messages. It can also impose restrictions on what may be sent or retrieved and by
whom. Some mailing list managers keep a database of subscriber information and
tailor the message specifically for each subscriber. ezmlm sends the same message to
all subscribers. This is much more efficient. The benefits to the user are that on
average posts to ezmIm lists reach subscribers much faster than they would with other
mailing list manager.o

FormMail http://www.scriptarchive.com/formmail.html

dFormMail is a generic WWW form to e-mail gateway, which will parse the results of
any form and send them to the specified user. This script has many formatting and
operational options, most of which can be specified through the form, meaning you
dond need any programming knowledge or multiple scripts for multiple forms. This also
makes FormMail a perfect system-wide solution for allowing users form-based user
feedback capabilities without the risks of allowing freedom of CGI access.0

Miva Merchant http://www.miva.com

dMliva Merchant is a dynamic browser based storefront development and management
system that allows merchants to create and administrate multiple online stores from
anywhere in the world.o

mnoGoSearch http://www.mnogosearch.org/

annoGoSearch (formerly known as UdmSearch) is a full-featured web search engine
software for intranet and internet servers. mnoGoSearch software has a number of
unique features, which makes it appropriate for a wide range of applications from
search within your site to specialized search systems such as cooking recipes or
newspaper searches, ftp archive search, MP3 search, news articles search or even
national-wide portal search engine.o

ModLogAn http://jan.kneschke.de/projects/modlogan/
AModLogAn is a modular logfile analyzer which is able to analyze logfiles from 15
different server types.o



http://www.stanback.net/programming/bscounter
http://www.ezmlm.org/
http://www.scriptarchive.com/formmail.html
http://www.miva.com/
http://www.mnogosearch.org/
http://jan.kneschke.de/projects/modlogan/
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MySQL http://www.mysgl.com
AMlySQL is the world® most popular open source database, recognized for its speed
and reliability.o

OpenSSL http://www.openssl.org

orhe OpenSSL Project is a collaborative effort to develop a robust, commercial-grade,
full-featured, and Open Source toolkit implementing the Secure Sockets Layer (SSL
v2/v3) and Transport Layer Security (TLS v1) protocols as well as a full-strength
general purpose cryptography library managed by a worldwide community of volunteers
that use the Internet to communicate, plan, and develop the OpenSSL toolkit and its
related documentation.oParallels H-Sphere uses system OpenSSL packages. Make
sure you keep them updated. OpenSSL packages are upgraded as any other system
packages.

osCommerce http://www.oscommerce.com

@sCommerce is an online shop e-commerce solution under on going development by
the open source community. Its feature packed out-of-the-box installation allows store
owners to setup, run, and maintain their online stores with minimum effort and with
absolutely no costs or license fees involved.o

phpBB http://www.phpbb.com

ohpBB is a high powered, fully scalable, and highly customisable open-source bulletin
board package. phpBB has a user-friendly interface, simple and straightforward
administration panel, and helpful FAQ. Based on the powerful PHP server language
and your choice of MySQL, MS-SQL, PostgreSQL or Access/ODBC database servers,
phpBB is the ideal free community solution for all web sites.0

phpMyAdmin http://www.phpmyadmin.net

phpMyAdmin is a tool written in PHP intended to handle the administration of MySQL
over the WWW. Currently it can create and drop databases, create/drop/alter tables,
delete/edit/add fields, execute any SQL statement, manage keys on fields.o

Urchin http://www.urchin.com

dJrchin is the fastest and most accurate web analytics (web statistics) software
available.olt is a commercial product and is available for Windows 2000, Linux RedHat,
and FreeBSD platforms.o

WebBBS http://www.extropia.com/scripts/bbs.html

eXtropia WebBBS allows a user to post messages as well as post replies to existing
messages. WebBBS keeps track of which messages are posts and which ones are
replies and displays them in a hierarchical tree-like fashion. Posts that start new topics
are at the top of each tree, and the replies are shown indented beneath the original
posts.0

WebChat http://www.extropia.com/opensource.html

eXtropia WebChat is a useful application that allows a number of people on the World
Wide Web to talk to one another simultaneously. The ability to chat on the Web can be
a quick way to hold a virtual meeting.o
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WebGuestbook http://www.extropia.com/opensource.html

eXtropia WebGuestbook is ftonfigurable so that you can specify what your guestbook
file looks like and how the script-generated responses are displayed. If configured to do
so, WebGuestbook will email the guestbook administrator the text of new entries as
well as add them to the guestbook. The script will also respond to new entrants with a
configurable AiThank youomessage... Finally, the application comes with the capability
of dour letter wordéfiltering for a child-safe guestbook. You can censor words by adding
them to a list of d®ad words6o

Webalizer http://www.mrunix.net/webalizer/

Orhe Webalizer is a fast, free web server log file analysis program. It produces highly
detailed, easily configurable usage reports in HTML format, for viewing with a standard
web browser.o0

Supplementary Software

Apache http://www.apache.org/

The Apache web-server is used as the back-end for all of PSoft applications running on
the Unix platform. More information about configuring and maintaining Apache is
available at the Apache project site.

Postgresql http://www.postgresql.org/

While our products are designed to work with any SQL-compliant database server,
PostgreSQL is the server we use for internal development and testing. Their website
not only explains how to properly set up this free database, but also has some
information about SQL in general.

ProFTPD http://proftpd.net
Highly configurable GPL-licensed FTP server software.o

gmail http://www.gmail.org/top.html

aymail is a secure, reliable, efficient, simple message transfer agent. It is designed for
typical Internet-connected UNIX hosts. As of October 2001, gmail is the second most
common SMTP server on the Internet, and has by far the fastest growth of any SMTP
server.0

vpopmail http://www.inter7.com/vpopmail.html

ovpopmail (vchkpw) is a collection of programs and a library to automate the creation
and maintenance of virtual domain email configurations for gmail installations using
either a single UID/GID or any valid UID/GID in /etc/passwd with a home directory.
Features are provided in the library for other applications which need to maintain virtual
domain email accounts. It supports named or IP-based domains. It works with vgadmin,
gmailadmin, vgregister, sqwebmail, and courier-imap. It supports MySQL, Sybase,
Oracle, LDAP, and file-based (DJB constant database) authentication. It supports
SMTP authentication combined with the gmail-smtp-auth patch. It supports user quotas
and roaming users (SMTP relay after POP authentication).o
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Used Libraries and Technologies

CGI http://cai.resourceindex.com

Freemarker http://freemarker.sourceforge.net

Positive Software uses Freemarker 1.5.1 template format for Parallels H-Sphere and
Parallels SiteStudio. Please refer to this site for detailed information about the format
and capabilities of Freemarker.

HTML http://developer.netscape.com

Java 1.4 http://www.javasoft.com/

Perl http://www.perl.org/

PHP http://www.php.net/ and http://www.zend.com/

XML http://www.oasis-open.org/
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http://www.oasis-open.org/

CHAPTER 5

Update of Operating Systems

We do not recommend major OS updates that result in changing of OSCODE (refer to
Appendix D of Parallels H-Sphere Installation Guide). Rather, perform server migration.
You can have it done by Parallels H-Sphere support team,
http://www.parallels.com/support/hsphere/, or migrate servers by yourself using the
following manuals:

A Moving Mail Service (on page 204)
A Moving DNS (on page 223)

A Moving MySQL (on page 238)

A Moving CP Server (on page 117)

However, if you did update your OS to another major version, delete the file
/hsphere/shared/bin/oscode

In this chapter:
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Updating FreeBSD Kernel

Parallels H-Sphere requires that FreeBSD kernel be compiled with quota enabled.

To update kerneh a FreeBSD server in an Paralleéphtre cluster:
Download and install FreeBSD kernel sources.

Under root, change directory to /usr/src/sys/i386/conf , Where
the kernel source is located:

# cd /usr/src/sys/i386/conf

In this directory, you will have the default GENERIC kernel

configuration file, and, if the custom kernel compilation has been
performed, a custom kernel configuration file, for example MYKERNEL

Open your current kernel configuration file (for example MYKERNEL
and add the line:

options Q UOTA

Important: We don& recommend modifying the default GENERICfile. Instead, copy
its content to a custom file (like MYKERNELand perform modifications there!

Compile and install the kernel:

# lusr/sbin/config MYKERNEL
# cd ../../compile/MYKERNEL
# mak e depend

# make

# make install

Reboot FreeBSD server to activate the new kernel settings.

For more information, see generic instructions on Building and Installing a
Custom Kernel (http://www.freebsd.org/doc/en US.ISO8859-
1/books/handbook/kernelconfig-building.html).

Updating Linux

When you update Linux automatically by means of up2date (on page 28), apt-get (on
page 28), SWUP, yum (http://linux.duke.edu/projects/yum/) or other RPM updaters, you
must beforehand exclude some packages installed with Parallels H-Sphere from the
update list:

A

A

rh-postgres, postgresql, postgresql-server, postgresql-libs on CP and user
postgresgl boxes

apache and apache-related packages on Parallels H-Sphere CP, WEB and MAIL
boxes

proftpd, frontpage and related packages on Parallels H-Sphere WEB boxes


http://www.freebsd.org/doc/en_US.ISO8859-1/books/handbook/kernelconfig-building.html
http://www.freebsd.org/doc/en_US.ISO8859-1/books/handbook/kernelconfig-building.html
http://linux.duke.edu/projects/yum/
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A gmail, vpopmail, ezmim, sqwebmail and related packages on Parallels H-Sphere
MAIL boxes

A bind and related packages on Parallels H-Sphere DNS boxes

XFree86 or xorg-x11 packages on CP. XFree86-deprecated-libs (or xorg-x11-
deprecated-libs) with dependences should be installed. This is critical particularly for
Parallels SiteStudio.

A MySQL-server on Parallels H-Sphere MAIL and MySQL boxes

p

Please note that these packages are also to be removed while preparing servers to
Parallels H-Sphere installation.

If you have accidentally upgraded your RedHat without excluding these packages, you
need to downgrade PostgreSQL (on page 252).

In this section:
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Linux Up2Date

The up2date utility is used to upgrade the Linux Kernel on RedHat. For generic
information on up2date, please read Upgrading the Linux Kernel on Red Hat Linux
Systems (http://www.redhat.com/support/resources/howto/kernel-upgrade/).

Prior to updating your Linux with the up2date procedure, make sure you exclude
specific Parallels H-Sphere related services (on page 26) from the list of packages to
be updated.

Linux AptGet

Since the up2date (on page 28) utility has become a paid service by RedHat
(http://www.redhat.com/docs/manuals/RHNetwork/ref-guide/up2date.html), you may
use the free apt-get utility instead.

APT-RPM is a port of Debian& apt tools to a RPM based distribution. apt-get is an
advanced package management utility front-end to easily perform package installation,
upgrading and removal. Dependencies are automatically handled, so if you try to install
a package that needs others to be installed, it will download all needed packages and
install them. More information on apt-get can be found at http://apt.freshrpms.net/ or
http://pt-rpm.tuxfamily.org/.

Prior to updating your OS packages with apt-get, make sure you exclude specific
Parallels H-Sphere-related services (on page 26) from the apt-get configuration.

To exclude these packages, modify the corresponding part of your
letc/apt/apt.conf file, similar to this:

/I Completely ignore the following packages (not regexp)
/I lgnore { };

Ignore { fbind-utilsqg };
// Do not try to update the following packages
// Hold { };

Hold {

ah-postgres*q
(postgresql*q
apache*q

(proftp*q

amail*q

ovpopmail*g

ezmim*qg

sendmail*g

dind*qg
OXFree86-base-fonts*q
OXFree86-font-utils*qg
OXFree86-libs*q
OXFree86-libs-data*q
OXFree86-xfs*q
OXFree86-Xvfb*q
MySQL*};


http://www.redhat.com/support/resources/howto/kernel-upgrade/
http://www.redhat.com/docs/manuals/RHNetwork/ref-guide/up2date.html
http://apt.freshrpms.net/
http://pt-rpm.tuxfamily.org/
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CHAPTER 6

Network Address Translation (NAT)

Parallels H-Sphere supports NAT (Network Address Translation) which allows you to

use internal IPs in your local area network. When configuring Parallels H-Sphere, use
internal IPs in all instances, and Parallels H-Sphere will convert them into external IPs
for the DNS settings and control panel web interface.

To enable NAT support in Paralle§pHere:

Log into Control Panel server as cpanel user:
1. Log in as root first:

$su -

2. Login as the cpanel user:

#su -I|cpanel

2 Create the ips - map.xml file in the
~cpanel/shival/psoft_config/ directory in the following format:
<ips>

<ipext= oOexternal_ip 0 int= oOinternal_ip o/>
</ips>
Example:

<ips>

<ip ext= 065.219.197.236
<ip ext= 065.219.197.237
<ip ext= 065.219.197.238
<ipext= 065.219.197.239
<ipext= 065.219.197.242
<ipext= 065.219.197.243
<ipext= 065.219.197.244
</ips>

int= 0192.168.1.27 0o/>
int= 0192.168.1.28 0o/>
int= 0192.168.1.29 0o/>
int=0192.168.1.30 0/>
int=0192.168.1.31 0o/>
int=0192.168.1.32 0/>
int=0192.168.1.33  0/>

O O O/ O O O O

3 Set the following record in
~cpanel/shiva/psoft_config/hsphere.properties

IPS - XML: FILENAME =

/hsphere/local/lhome/cpanel/shiva/psoft_config/ips - map.xmi
4 Restart Parallels H-Sphere to apply changes. To do this, run under
root :
For Linux:
letc/rc.d/init.d/httpdcp stop
killall - 9 java
sleep 10

/etc/rc.d/init.d/httpdcp start
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For FreeBSD:

{usr/local/etc/rc.d/apachecp.sh stop
killall - 9 java

sleep 10
{usr/local/etc/rc.d/apachecp.sh start
To disable NAT supgo

Remove the line mentioned in step 3 above from
hsphere.properties.

2 Restart Parallels H-Sphere.

See below for particular cases of configuring NAT in your Parallels H-Sphere
cluster.

In this chapter:
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Configuring NAT FireWall.............uuuiiiiiiiii e 33
Migrating IPS WIth NAT ... e e e e e eaaees 33

Configuring Newly InstalleeShere with
NAT Support

To configure newly InstalleeSidhere with NAT support:

Create ips- map.xml file and configure hsphere.properties to
use it as specified in the parent topic.

2 In the EManagemenu, add your physical and logical servers with the
corresponding internal IPs as described in Parallels H-Sphere Adding
Servers and Services Guide.

3 Go to E.Manager> DNS Managand add DNS records with internal IPs
as described in DNS Records section of Parallels H-Sphere Service
Administrator Guide.

Note: Internal IPs will be transformed to the corresponding external IPs in DNS
zones configuration. There will be only external IPs in DNS zones configuration.

Should you still have problems with resolving your servers after that, run DNS Creator
(on page 229) using the following command under the cpanel user:

java psoft.hsphere.tools.DNSCreator -mdb -dz
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Enabling NAT Support on a Live System

U To add NAT support to a ParallepHere already configured with external IPs:
1 Create ips - map.xml file and configure hsphere.properties to
use it as specified in the parent topic.

2 Replace external IPs in E.Manage+> P.Serverand L.Serverswith internal
IPs.

Note: These internal IPs should be of the same type (shared, dedicated) as the
corresponding external IPs.

Example: If there was a shared 64.10.10.10 external IP, the corresponding
192.128.10.10 internal IP should also be configured as a shared IP.
In such a case, there will be no need to recreate DNS.

3 Replace external IPs in E.Manager> DNS Managevith the corresponding
internal IPs.

Note: Internal IPs will be transformed to the corresponding external IPs in DNS
zones configuration. There will be only external IPs in DNS zones configuration.

Should you still have problems with resolving your servers after that, run DNS Creator
(on page 229) using the following command under the cpanel user:

java psoft.hsphere.tools.DNSCreator -mdb -dz
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Configuring NAT Firewall

Some software (osCommerce, phpBB, and Parallels SiteStudio) connects to resources
by hostname (web.example.com , mysgl.example.com ). Since hostnames resolve
to external IPs, you need to configure your NAT firewall so that your physical servers
(web.example .com, mysqgl.example.com ) can address themselves and each other
both by external and internal IPs.

Alternatively, if you have RedHat Linux running on all servers, you can add the
following rule to the iptables for each IP pair on every single box:

iptables -t nat -A OUTPUT -p tcp -d <external> -j DNATQ to <internal>
For example:

iptables -t nat -A OUTPUT -p tcp -d 65.219.197.236 -j DNATO to 192.168.1.27 iptables
-t nat -A OUTPUT -p tcp -d 65.219.197.237 -j DNATG to 192.168.1.28 iptables -t nat -A
OUTPUT -p tcp -d 65.219.197.238 -j DNAT® to 192.168.1.29 iptables -t nat -A
OUTPUT -p tcp -d 65.219.197.239 -j DNATS to 192.168.1.30 iptables -t nat -A
OUTPUT -p tcp -d 65.219.197.242 -j DNATS to 192.168.1.31 iptables -t nat -A
OUTPUT -p tcp -d 65.219.197.243 - DNATS to 192.168.1.32 iptables -t nat -A
OUTPUT -p tcp -d 65.219.197.244 -] DNATS to 192.168.1.33

Migrating IPs with NAT

For IP migration with NAT, see the section on changing IPs (on page 42).



CHAPTER 7

Sener Time Synchronization

This document explains how to automate adjusting your serversétime through Network
Time Protocol (NTP). Server time synchronization prevents various errors that you are
likely to run into unless your serversétime is correct. Automation of server time
synchronization is implemented through setting up crontab task for your NTP client.

U To automate adjustment of your semtarse through NTP:

1 Make sure you have got an NTP client software installed on your
server(s). If not, download it from www.ntp.org.

2 Choose time server(s) (on page 34) and add it to your NTP client
configuration.

3 Log into your servers as root and use the crontab - e command to
add an NTP cron task.
In the following example your server time is checked with a time
server every 4 hours:

# date syncronization
0 */4 * * * Jusr/sbin/ntpdate ntps1 -{0,1,2}.uni - erlangen.de

In this chapter:
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NTP Tim&ervers

The following links will take you to the lists of time server hosts to choose from.

A Public NTP Pool Time Servers (http://ntp.isc.org/bin/view/Servers/NTPPoolServers)

A Public NTP Secondary (stratum 2) Time Servers
(http://ntp.isc.org/bin/view/Servers/StratumTwoTimeServers)

A Public NTP Primary (stratum 1) Time Servers
(http://ntp.isc.org/bin/view/Servers/StratumOneTimeServers)

To find the time servers that best suit your server location and other requirements, go
to http://ntp.isc.org/bin/view/Servers/WebSearch



http://www.ntp.org/
http://ntp.isc.org/bin/view/Servers/NTPPoolServers
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CHAPTER 8

Cron Scripts

Parallels H-Sphere uses cron utility on Unix servers to schedule the automatic launch
of the Parallels H-Sphere scripts for updating system information, collecting traffic,
analyzing logs, etc.

To view the list of cron jobs on a server, type the following command under root on this
server:

# crontab -

Crontab enables you to set the sequence and regularity of launching the scripts. To edit
crontab list, type the following command under root:

# crontab -uroot -e
For more details on editing cron, read man 5 crontab

Below see the list of cron jobs for Parallels H-Sphere logical servers.

In this chapter:
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Control Panel Server Crons

305***gu - | cpanel - ¢ fjava psoft.nsphere.TrafficLoader 0
04***gy - | cpanel - ¢ fjava psoft.hsphere.UsagelLoader 0
Here,
A TrafficLoader is the Parallels H-Sphere Java utility to collect the traffic statistics

from the traffic logs to the Parallels H-Sphere database.

A Usageloader is the Parallels H-Sphere Java utility to collect disk usage statistics
into the Parallels H-Sphere database.
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Web Server Crons

*[5 * * * * njce - 15 /hsphere/sh  ared/scripts/cron/apache - restart.pl

20 */2 * * * nice - 15 /hsphere/shared/scripts/cron/analyze.pl

*[5 * * * * [hgphere/shared/scripts/cron/ftp - restart.pl

0 2***nice - 15 /hsphere/shared/scripts/cron/cron_rotate.pl

0 3***nice - 15 /hsphere/shared/scr ipts/cron/ftp_anlz.pl

04 ***nice - 15 /hsphere/shared/scripts/cron/ftp_anlz_user.pl

06 ***nice - 15 /hsphere/shared/scripts/cron/mnogosearch_index.pl

Here,

A apache - restart.pl is the Parallels H-Sphere script to restart Apache web

> >

server; Apache is restarted only if the /hsphere/shared/scripts/apache -
reconfig  script has been launched by Parallels H-Sphere beforehand.

analyze.pl is the Parallels H-Sphere Perl script to calculate the traffic.
ftp - restart.pl is the Parallels H-Sphere script to restart FTP.

cron_rotate.pl is the Parallels H-Sphere Perl script to collect and rotate user
traffic for external traffic calculation programs like Modlogan, Webalizer or Urchin.

ftp_anlz.pl is the Parallels H-Sphere script to analyze virtual FTP traffic and
write it to the Parallels H-Sphere statistics directory.
ftp_anlz_user.pl is the Parallels H-Sphere script to analyze FTP traffic and
write it to the Parallels H-Sphere statistics directory.

mnogosearch_index.pl is the Parallels H-Sphere Perl script to update the
MnoGoSearch index.

DNS Server Cron

AR | fixéps -ax|grep - v grep|grep named 6 0= fixo ]&&
/hsphere/shared/scripts/cron/dns_check

dns_check is the Parallels H-Sphere shell script to check DNS settings.
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Malil Server Crons

30 ** * * [hsphere/local Ivar/vpopmail/bin/clearopensmtp
*[20 * * * * [hgphere/local/sqwebmail/share/sqwebmail/cleancache.pl

0 3 ** * nice - 15 /hsphere/shared/scripts/cron/mail_overlimit.pl
30 3 ** * nice - 15 /hsphere/shared/scripts/cron/mail_anlz.sh

0 * * * * |hsphere/shared/bi n/freshclam  dquiet

Here,

A clearopensmtp s the vpopmail utility to clean smtp logs.
A cleancache.pl is the sgwebmail utility to clean the webmail cache.

A mail_overlimit.pl is the Parallels H-Sphere Perl script to check overlimits on
the mail boxes.

A mail_anlz.sh is the Parallels H-Sphere Perl script to analyze gmail traffic and
place it into the H-Shere statistics directory.

A freshclam s the script to update ClamAV virus patterns.

PostgreSQL/MySQL Server

10 3 * * * nice - 15 /hsphere/shared/scripts/cron/db_usa ge.pl

db_usage.pl is the Parallels H-Sphere Perl script to collect statistics on the database
usage for PostgreSQL and MySQL servers.



CHAPTER 9

Traffic Calculation

This chapter dwells specifically on the issues of traffic logs and traffic calculation.

In this chapter:

Checking Traffic via Parallels H-Sphere Control Panel.............ccccooooeeeiiiviiinnnnnn. 39
Checking Traffic on Physical SEIVEIS ........coiiiiiiiiiiccee e 39
Processing Traffic DY CrONS ..........uuuiuiiiiiiiiiiiiiiiiiiiiiiieiieieiiieeeeeeeee e 40

Parsing Traffic by TrafficLOader...............uuuiiiiiiiiiiiiiiiiiiiiiiiiiieeees 41
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Checking Traffic via Paralleksphere
Control Panel

i
1
2

To check traffic using the control panel:
Log into your administrator control panel.
Check the traffic by going to Reports-> Transfer Traffic Report

Read more in Reports section of Parallels H-Sphere Service Administrator
Guide.

Checking Traffic on Physical Servers

Web, FTP and mail logs are located in the /hsphere/local/var/statistic
directory of the corresponding physical server.

Log are named as follows:

A

A
A
A

dd.mm.YYYY.txt - web logs

dd.mm.YYYY.gst.txt - ftp logs

dd.mm.YYYY.ftp.txt - virtual ftp logs

dd.mm.YYYY.gml - mail logs

where dd.mm.YYYY is the timestamp of log file creation date.

Here, mail logs are generated by the gmail server, and ftp logs by the proftpd utility.

Log files contain specially-formatted information tabulated as follows:

|[name|xFer(kB)|Hits_All|Hits_ HTML|

Here, name is the domain name, xFer is total traffic in kilobytes.

Processed traffic files are moved to the /hsphere/local/var/statistic/loaded
directory  as.gz archives.

Refer to section Winbox Traffic Calculation (on page 330) to find out how traffic data on
Winbox is read using XMLs.
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Processing Traffic by Crons

HTTP traffic

Please refer to Web Traffic Calculation (on page 144) for details.

User FTP traffic

Cron runs the /hsphere/shared/scripts/cron/ftp_anlz_user.pl script on
everyday basis for collecting user FTP traffic.

ftp_anlz_user.pl parses the /hsphere/local/var/proftpd/xferlog FTP
log file and writes FTP traffic statistics into the timestamp-named
/hsphere/local/var/statistic/dd.mm.YYYY.gst.txt statistics files.

Virtual FTP dffic

Cron runs the /hsphere/shared/scripts/cron/ftp_anlz.pl script on everyday
basis for collecting virtual FTP traffic.

ftp_anlz.pl parses the

/hsphere/local/var/proftpd/logs/{vhost_id}.ftp.log logs files for each
virtual FTP account and writes traffic statistics into the timestamp-named
/hsphere/local/var/statistic/dd.mm.YYYY ftp.txt statistics files.

Mail traffic

Cron runs the /hsphere/scripts/cron/mail_anlz.pl script on everyday basis
to collect mail traffic. The script analyzes the /var/log/maillog Qmail log file and

collects mail statistics into the specially formatted dd.mm.YYYY.gml.txt files in the
Parallels H-Sphere statistics directory (/hsphere/local/var/statistic ).



Traffic Calculation 41

Parsing Traffic by TrafficLoader

1 TrafficLoader Parallels H-Sphere Java class is in charge of parsing
the server traffic. That& how it is launched by cron:
305***su - | cpanel - ¢ 6java psoft.hsphere.TrafficLoader 0

TrafficLoader processes Web, mail, FTP and virtual FTP traffic in the formatted
statistics files located in the /hsp here/local/var/statistic directory and inserts
these lines into the translog table of the Parallels H-Sphere system database.

TrafficLoader also calls the /hsphere/shared/scripts/xfer_cat.pl script to
move the already loaded statistics files to the
/hsphe re/local/var/statistic/loaded directory as .txt.gz archives.
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IP Migration (Changing IPs)

This chapter explains how to change IPs on Unix/Linux servers for Parallels H-Sphere
2.4.x and up. If you have an older version, please get updated first.

In this chapter:

Changing IPs on Systems Without NAT ..........uuiuiiiiiiiiiiiiiiiiiieieees 42
Changing External IPs on Systems with NAT ........coiiiiiiiiiiiiiiee e, 56
Changing Internal IPs on Systems With NAT ..........uuiiiiiiiiiiiiiiiiiiiiiiiiiiiienees 57
Configuring Parallels H-Sphere to Work on Two Sets of IPS........ccccooovvivvviiinnnnn. 57

Changing IPs on Systems Without NAT

Parallels H-Sphere IP migration is performed by means of Java IP Migrator called by
the IPMIGR wrapper available for download from http://download.hsphere.parallels.com
website. IP Migrator will:

A change Parallels H-Sphere physical, logical, and system IPs

A update IPs in Parallels H-Sphere database

A change IPs in the system files except network startup configuration
A update IP-dependent resources such as apache, FTP and DNS

IP Migrator does not migrate NIC system files to avoid potential problems with server
inaccessibility. These files must be migrated manually by the local administrator.

IP Migrator does no modify reverse DNS configuration because Parallels H-Sphere
doesn@ manage reverse DNS. For information on reverse DNS configuration, you may
refer to www.tldp.org/HOWTO/DNS-HOWTO-5.html#ss5.3

In this section:
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[P Migration Map File ......coooiiiiiiiiiiiee 44
[P Migration Step DY STEP ....ccoviiiiiiiiiiieeeeeeeeeeee 46
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IP Migration Paequisites

Before you begin IP migration, do the following changes, and do not forget to undo
them after the migration:

1 Add the following line to the very beginning of the /hsphere/shared/scripts/apache-
reconfig script. This will prevent Apache from restarting gracefully after posting each
web site configuration:

exit 0

2 (Skip this step for IP Migrator 0.3 and up, and for Parallels H-Sphere 2.4.3
Patch 5. If you do the migration under FreeBSD, and IP to be bound is the
same as main IP, you need to perform this step notwithstanding the IP
Migrator version. Otherwise you system is at risk of get crashed.)

Add the following line to the very beginning of the
/hsphere/shared/scripts/ip - shared script. This will protect the main
Parallels H-Sphere IP.

exit 0

After that, replace the IP on the main network interface to the new IP for all boxes, and
set up the old IP as an alias for the new one.

Example:

ethO Link encap:Ethernet HWaddr 00:D2:B5:A1:07:12

inet addr:[New_IP] Bcast:[New_Broadcast] Mask[New_NetMaskK]:
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:269050319 errors:0 dropped:0 overruns:0 frame:11
TX packets:336024701 errors:0 dropped:0 overruns:19 carrier:0
collisions:0 txqueuelen:100

Interrupt:21 Base address:0x4000

eth0:0 Link encap:Ethernet HWaddr 00:D2:B5:A1:07:12

inet addr:[Old_IP] Bcast:[Old_Broadcast] Mask:[Old_NetMask]
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
Interrupt:21 Base address:0x4000

Important: If IP migration is performed whsphere-
apache.html#script_restarting_apache within one datacenter, make sure that your
servers can be accessed from the Internet at both old and new IPs. If you change to
IPs outside your datacenter, it would take a downtime before you make your servers
available on new IPs.
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IP Migration Map File

Before you start IP migration, you may manually create an IP migration map file in the
cpanel user home directory ~cpanel/ . The file contains the list of old IPs to be
migrated to new IPs. It can be either an XML file (on page 45), or a plain text file of the
following format:

IP_OLD1 IP_NEW1 [MASK_NEW1]
IP_OLD2 IP_NEW2 [MASK_NEW2]

IP_OLDn IP_NEWn [MASK_NEWn]

Specify the mask in the third column only if it differs from the default mask
(255.255.255.0) for this particular IP. Otherwise, omit it.

This manually created IP migration map file will be used by the Parallels H-Sphere IP
migrator (on page 48) script. IP migrator is able to convert plain text map files into XML
and provides interface to automatically create a ready-to-use map XML file according to
the admin& choice.

Important: IP migration map file must have the cpanel:cpanel ownership! Either
create it under the cpanel user (on page 72), or run under root:

chown cpanel:cpanel ipmap.xml

In this section:

IP Migration Map XML File ........coooiiiiiiiiiiiiiiee 45
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IP Migration Map XML File

IP migration map XML file contains the set of IPs to be replaced with new ones. This
file must be created in the cpanel user home directory ~cpanel/ and must have
cpanel:cpanel ownership.

This document explains alternative ways of creating ipmigration.xml.

Creding ipmigration.xml Manually

IP migration XML has the following format:

<?xml version=al.0d?>
<IDOCTYPE ips [
<IELEMENT ips (ip+)>
<IELEMENT ip (#PCDATA)>

<IATTLIST ip name CDATA #REQUIRED>

<IATTLIST ip new_ip CDATA #REQUIRED>

<IATTLIST ip new_mask CDATA filNew_NetMask]o>

1>

<ips>

<!-- Delete the lines with IPs you don& want to migrate! -->
<ip name=dOld_IP1]onew_ip=dNew_IP1]d>

<ip name=dOld_IP2]onew_ip=dNew_IP2]d>

<ip name=dOId_IP3]onew_ip=dNew_IP3]d>

<ip name=dOld_IP4]onew_ip=dNew_IP4]onew_mask=dNew_NetMask2]d>
</ips>

In the DTD header of the XML file, specify what attributes will be provided with each IP.
Set [New_NetMask] to the default netmask value for new IPs:

<IATTLIST ip new_mask CDATA 255.255.255.00>

To set a different netmask for a particular IP, set the new_mask attribute in the ip tag
for that IP. Otherwise, omit the new_mask attribute.

In the <ips> ... </ips> block, list all old-new IP pairs, including usersddedicated
IPs. If you have specified the common netmask in the DTD header, you do not need to
set it in the definition line for each individual IP:

<ip name=dOld_IP]onew_ip=dNew_IP]o/>

If you have set new mask in the DTD header to #REQUIRED, you need to specify the
netmask parameter for each IP:
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<ip name=dOlId_IP]onew_ip=dNew_IP]Jonew_mask=dNew_NetMask]d>

Creating ipmigration.xml by ParalletsaHere IP
Migrator

IP Migrator allows you to create ipmigration.xml automatically when you perform
migration by running the IP migrator script (on page 48).

IP Migration Step by Step

The steps below are performed on the server with the Control Panel installed.

1

©O© 00 N O

Log into the CP server as root:
#su -

Download IP Migrator:

#wget http://download.hsphere.parallels.com/shiv/IPMIGR -
09.1tgz

Untar the archive:

#tar -zxfIPMIGR -x.x.tgz

where x.x is IP Migrator version.
Enter the IP Migrator directory:
# cd IPMIGR

Install the IP Migrator:

# make install

This will install the following files:

A ~cpanellipmigrator - IP migrator itself

A ~cpanel/IPMigratorFast.jar - makes Parallels H-Sphere related
changes: in the system database, configs, etc.

A ~cpanel/shiva/ipm/ipmigr - makes changes in service config files on
Parallels H-Sphere servers

Stop Parallels H-Sphere (on page 60)
Back up Parallels H-Sphere system database (on page 468)
Log in as the cpanel user (on page 72)

Run the IP Migrator script (on page 48). The IP Migrator script is
located in the cpanel home directory.

10 Start Parallels H-Sphere (on page 60)
11 Remove the following line from

/hsphere/shared/scripts/apache - reconfig  and from
/hsphere/shared/scripts/ip - shared :

exit O


http://download.hsphere.parallels.com/shiv/IPMIGR-0.9.1.tgz
http://download.hsphere.parallels.com/shiv/IPMIGR-0.9.1.tgz
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12 If the IPs have been migrated successfully and all IP-dependent

services seem to work fine, finish the migration by removing the old
IPs. To remove the old IPs, run:

Jipmigrator dclear -old -ips dxml=<ipm_xml>

Where <ipm_xmls the IP migration map XML file that you used for the migration.
Example:

Jipmigrator dclear -old -ips dxml=ipm1l.xml
Parallels H - Sphere version is: 2.4.3.503. The new
IPMigratorFast will be used.

Removing old IPs

Done

13 Run the following Java tool to regenerate all config.xml files on all
servers according to the Parallels H-Sphere system database:

java psoft.hsinst.boxes.ClusterPreparer

In this section:

RuNNing the [P Migrator SCrPT..........uuuuieiiiiiiiiiiiiiiieiiieiieiiieieieeeeeeeeeeeeeeeeeeeeeneenee 48
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Running the IP Migrator Script

This instruction guides you step-by-step through running the IP Migrator script which is
the main part of the IP migration (on page 42) procedure. The IP Migrator script is
located in the cpanel home directory. To start running the script, type:

Jipmig  rator

Carefully follow the error notifications. You may also find more detailed information on
the migration process in the ~cpanel/Migration.log and the
Ivar/log/hsphere/hsphere.log files.

IP migrator will guide you through the following steps. Let® take an example with the
following physical servers:

Server ID Server Name Server IP Address
22 ns4.vps.psoft 192.168.112.234
21 ns3.vps.psoft 192.168.114.233
20 cp.vps.psoft 192.168.112.232

In this section:

Step 1. Changing Physical SErvVer IPS.......cccooii i 49
Step 2. Preparing IP Migration Map.........cceeeieeeeiiieeiiicie e 50
Step 3. REPOSHING CONTIGS. ....uuuuiiiiiiiiiiiiiiiiiiiii b eeeeaneene 51
I (=T o IR T T = L @ 1= o R 52

Step 5. Changing System and Logical IPS...........oooiiiiiiii e 55
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Step 1. Changing Physical Server IPs

Enter ID of the server you want to change IPs for.

Type [q] to quit the script or [ -] to skip this step.

[IPMigrator]: 21

Enter new 192.168.112.233 IP for ns3.vps.psoft:

[IPMigrator]: 192.168.112.233
Uploading front-end migration scripts...
===192.168.112.233 ===
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Step 2. Preparing IP Migration Map

On this step, create or edit IP migration map. If you quit right after editing or creating
the file, your changes will not be lost.

Enter:

A [f] to use existing IP migration map XML file (on page 45)

A [] totransform existing IP map plain text file with whitespace separated values to
XML format

A [c] tocreate a new IP map XML structured file based on your Parallels H-Sphere
boxe(s) configuration

A [e] to setthe editor to open the IP map file with. By default, it is [vi]
A [b] to go back to the previous step
A [qg] to quitthe script

By default, script looks for the file in the current directory. Specify the full path if you
have it in a different location.

Examples:

[IPMigrator]: f

Current directory is: /hsphere/local/lhome/cpanel/
Enter the filename: ipm1.xml

[IPMigrator]: |
Current directory is: /hsphere/local/lhome/cpanel/

Enter the plain (text file with whitespace separated values) IP map file name to load
from: ipm1.txt

Current directory is: /hsphere/local/home/cpanel/

Enter the new (XML structured) IP map file name to load into: ipm1.xml
[IPMigrator]: c
Current directory is: /hsphere/local/home/cpanel/

Enter the plain IP map new file name be generated: ipm2.txt
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Step 3. Reposting configs

Important! If you are migrating IPs of your webserver(s), check the corresponding
logical server(s).

On this step, check logical web servers you want to repost apache configurations for.
Say, you have the following logical web servers:

ID Server Name Server Role Process
27 web2.vps.psoft web servers No
24 web.vps.psoft web servers No
31 web3.vps.psoft web servers No
Enter:
A [server_id] ID of the server you want to add to the migration list
A [-] to start the migration

A [b] to go back to the previous step
[g] to quit the script Example:
[IPMigrator]: 31
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Step 4. Final Check

Warning! The rest of the steps imply physical changes. If you do not want the migration
to continue, make sure to quit the script now.

On this step check which files on your servers would be changed, except for Parallels
H-Sphere dependent resources.

Enter:

A [server_id] ID of the server you want to preview the changes for
[-] to continue

[r] toroll the changes back

[b] to go back to the previous step

[] to quit the script

> >y > >

[IPMigrator]: 320
Line 8: CP_HOST = 192.168.112.232

Line 119: PATH_SITE_STUDIO =
http://192.168.112.232:8080/studio/servlet/psoft. masonry.Builder

File /hsphere/local/home/cpanel/shiva/psoft_config/hsphere.properties

IP entries: --- 2

Line 2: 192.168.112.232:allow,RELAYCLIENT=0 0
Line 3: 192.168.112.233:allow,RELAYCLIENT=0 0
Line 4: 192.168.112.234:allow,RELAYCLIENT=0 0

File /hsphere/local/var/vpopmail/etc/tcp.smtp
IP entries: --- 3

Line 6: $cfgServers[1][dostd = 492.168.112.233§

File /hsphere/shared/apache/htdocs/phpMyAdmin/config.inc.php

IP entries: --- 1

Line 21: <A href=thttp://192.168.112.232/cgi-bin/sqwebmaild>SQWebMail - mail
client</A>><BR>

Line 22: <A href=cthttp://192.168.112.232/horde/index.phpd>IMP - mail client</A><BR>



http://192.168.112.232:8080/studio/servlet/psoft.masonry.Builder
http://192.168.112.232/cgi-bin/sqwebmail
http://192.168.112.232/horde/index.php
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Line 23: <A
href=chttp://192.168.112.232:8080/psoft/serviet/psoft.hsphere.CP?action=change mbo
x_passwordo>Change your POP3 password</A><BR>

File /hsphere/shared/apache/htdocs/index.html
IP entries: --- 3

Line 288: <VirtualHost 192.168.112.232>
Line 296: ServerName 192.168.112.232
Line 310: #<VirtualHost #192.168.112.232>
Line 318: #ServerName #192.168.112.232

File /hsphere/local/config/httpd/httpd.conf
IP entries: --- 4

Line 3: Bind 192.168.112.232

File /hsphere/local/config/ftpd/proftpd.conf
IP entries: --- 1

Line 4: 192.168.112.236;
Line 5: 192.168.112.232; };

File /etc/named.conf

IP entries: --- 2

Line 1: 192.168.112.236 255.255.255.0
Line 2: 192.168.112.232 255.255.255.0
Line 3: 192.168.112.232 255.255.255.0

File /hsphere/local/network/ips

IP entries: --- 3

Line 2: 192.168.112.236 vpsl.psoft
Line 3: 192.168.112.232 vpsl.psoft
Line 4: 192.168.112.232 cp.vps.psoft
Line 5:192.168.112.232 cp.vps.psoft
Line 6: 192.168.112.236 cp.vps.psoft
Line 7: 192.168.112.232 cp.vps.psoft
Line 9: 192.168.112.232 cp.vps.psoft
Line 10: 192.168.112.236 cp.vps.psoft


http://192.168.112.232:8080/psoft/servlet/psoft.hsphere.CP?action=change_mbox_password
http://192.168.112.232:8080/psoft/servlet/psoft.hsphere.CP?action=change_mbox_password
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File /etc/hosts
IP entries: --- 8

Line 1: nameserver 192.168.112.232
Line 2: nameserver 192.168.112.236
Line 3: nameserver 192.168.112.233
Line 4: nameserver 192.168.112.234

File /etc/resolv.conf

IP entries: --- 4

If you want to proceed the IP changes in the files listed abowe use the following
command:

/hsphere/shared/scripts/ipm/ipmigrd action=processd scode=mncw < ipmigration.xml

If you dond want to proceed any changes you can clear the temporary files by running
the following command:

/hsphere/shared/scripts/ipm/ipmigrd action=cleard scode=mncw < ipmigration.xml
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Step 5. Changing System and Logical IPs

The process will take a while to complete.
Example:

Changing IPs in:

Parallels H-Sphere Database... Done

Server configuration files... Done

Changing IP Dependent resources... Done

Fixing service zones
Done

Fixing Custom records
Done

Reposting SSL CP VHost configs
Done

Press Enter to continue:

When you have finished running the IP Migrator script, go on with the IP migration (on
page 42).
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Changing External IPs on Systems with
NAT

This section explains how to change your external IPs on a system using NAT (see
details here (on page 30)). You may need to follow this instruction when you move to a
different location and would like to preserve your internal IP settings.

1

2

o 01 W

Change IPs in ~cpanel/shiva/psoft_config/ips - map.xml and
~cpanel/shival/psoft_config/hsphere.properties

Change IPs in Parallels SiteStudio configs
/hsphere/shared/SiteStudio/psoft_config/* . You can use a
simple script:

#!/bin/sh

if[$#=0]; then

echo $ oUsage: changeip.sh OIdIP NewlP 0

exit 1

fi

for i in /hsphere/shared/SiteStudio/psoft_config/*.properties
do

echo fiProcessing $i 0;

echo f,s/$1/$2/g

wqo | ed $i

done

Change external IPs in htt pd.conf on the web box.
Restart Parallels H-Sphere (on page 60)
Restart Apache (on page 410)

Log in as the cpanel user (on page 72) and recreate zones with the
dns creator:

java psoft.hsphere.t ools.DNSCreator -mdb -dz
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Changing Internal IPs on Systems With
NAT

To change from one set of internal IPs to another:
Change the IPs in ~cpanel/shival/psoft_config/ips - map.xml .

2 Change your internal IPs by following the instruction on Changing IPs
on Systems Without NAT (on page 42).

Configuring Parallels$&phere to Work
on Two Sets of IPs

If you would like to ensure smooth change of IPs and have everything duplicated on the
old and new sets of IPs before making the switch, you need to do the following:

On the Web box:
1 Before the IP migration you need to copy the

/hsphere/local/config/httpd/sites directory to
/hsphere/local/config/httpd/sites.old to preserve your old
client& apache configs.

2 Go to /hsphere/local/config/httpd/sites. old and edit
index.conf changing sites to sites.old (cd
/hsphere/local/config/httpd/sites.old ;perl  -pi -e
Os/sites/sites.old/ 0 index.conf )

3 Copy namevh.conf to namevh.old.conf
4 Proceed with the IP migration.

5 Add the following lines at the bottom of the
/hsp here/local/config/httpd/httpd.conf file

Include /hsphere/local/config/httpd/sites.old/[0 - 9]*.conf
Include /hsphere/local/config/httpd/namevh.old.conf

On the DNS servers:

6 Add your old DNS IPs to the /etc/named.conf config to force your DNS
servers to listen to the old IPs.

7 Bind your old IPs to the NIC on your servers.
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Restarting Services

This chapter explains how to start, stop, and restart daemon services on Parallels H-
Sphere servers under Linux and FreeBSD.

Important: Do not stop services with kill , as it may cause information loss!!!

Note: You can also restart services from the Admin CP as described in section System
Service Management of Parallels H-Sphere Service Administrator Guide.

Below instructions do not apply to restarting DNS server (named) for Bind 8.x (on page
64).

U To start services, run:

Linux:

# letc/rc.d/init.d/<SERVICE> start
FreeBSD:
# /usr/locall/etc/rc.d/ <SERVICE:start

U To stop services, run:

Linux:

# letc/rc.d/init. d/ <SERVICE:stop
FreeBSD:

# lusr/local/etc/rc.d/ <SERVICE:stop

U To restart services, run:

Linux:
# letc/rc.d/init.d/ <SERVICE>estart
FreeBSD:
# /usr/local/etc/rc.d/ <SERVICE>estart
An alternative method - and often more appropriate - is to stop and then start the
service:
Linux:
# letc/rc.d/init.d/ <SERVICE:stop
# sleep 10
# letc/rc.d/init.d/ <SERVICEstart

FreeBSD:
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# lusr/local/etc/rc.d/ <SERVICE:stop

# sleep 10

# lusr/local/etc/rc.d/ <SERVICE:start

Note: While restarting Parallels H-Sphere (on page 60), run killall -9java after

you stop and before you start CP.

Warning: Do not use Kill - 9 to stop named, as it may cause information loss!

Following are the commands to put in place of <SERVICE>

Service Linux FreeBSD
Parallels H-Sphere httpdcp apachecp.s
(tomcat) h
Parallels H-Sphere postgre 010.pgsql.
Database sql sh
(PostgreSQL)
Apache httpd apache.sh
FTP proftpd proftpd.sh
Qmail gmaild gmaild.sh
SpamAssasin spamd spamd.sh
ClamAv clamd clamd.sh
PostgreSQL (User DB) postgre 010. pgsql.

sql sh
MySQL mysqld mysq|l -

server.sh

DNS (Bind 9.3 and up (on named named.sh
page 216))
ImapProxy imappro imapproxy.

Xy sh
In this chapter:
Restarting Parallels H-Sphere Control Panel................uuvviiiiiiiiiiiiiiiiiiiiiiiiiiiennnns 60
Restarting Parallels H-Sphere Database ................uuuviiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiinnes 60
ReStarting Web SEIVEN ..o e e 61
Restarting POStGreSQL SEIVEY .......ooi i e e e 61
ReStarting Mail SEIVEN ........uuiiiiiiiiiiiiiiiiiiiii bbb aeenennes 63
Restarting MySQL SEIVET ... e e e e e eeeeees 63

Restarting Named .........oooi i e e 64
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Restarting Parallels$phere Control
Panel

U To restart Paliels HSphere Control Panel:
1 Log into the CP server as root.
2 Run:

Linux:

/etc/rc.d/init.d/httpdcp stop
/etc/rc.d/init.d/httpdcp start

FreeBSD:

lusr/local/etc/rc.d/apachecp.sh stop
lusr/local/etc/rc.d/apachecp.sh start

Restarting Parallels$phere Datalsa

Parallels H-Sphere database is used to store system data. It is not used for hosting.
Usually, it is located on the same server as the control panel and is installed and

executed under user pgsql (FreeBSD) or postgres  (Linux).

U To restart the databaseeeute:

Linux:

# letc/rc.d/init.d/postgresql stop
#sleep 1
# letc/rc.d/init.d/postgresql start

FreeBSD:

# lusr/local/etc/rc.d/010.pgsql.sh stop
#sleep 1
# lusr/local/etc/rc.d/010.pgsql.sh start
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Restarting Web Server

U To restart Web server:
1 Login as root.
2 Execute the following command:

Linux;

# letc/rc.d/init.d/httpd stop
# sleep 10
# letc/rc.d/init.d/httpd start

FreeBSD:

# lusr/local/etc/rc.d/apache.sh restart

U Torestart FTP, run:

Linux:

# letc/rc.d/init.d/proftpd stop
#sleep 1
# letc/rc.d/init.d/pro ftpd start

FreeBSD:
# lusr/local/etc/rc.d/proftpd restart

Restarting PostgreSQL Server

U To start PostgreSQL server, run:
Linux:

# letc/rc.d/init.d/postgresql start
FreeBSD:

# lusr/local/etc/rc.d/010.pgsql.sh start
U To stop PostgreSQL, run:
Linux:

# letc/rc.d finit.d/postgresql stop
FreeBSD:

# lusr/local/etc/rc.d/010.pgsql.sh stop
U To restart PostgreSQL, run:
Linux:

# letc/rc.d/init.d/postgresql restart
FreeBSD:
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# lusr/local/etc/rc.d/010.pgsql.sh stop
# sleep 10
# lusr/locall/etc/rc.d/010.pgsql.sh start
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Restaring Mail Server

U To restart the mail server
1 Login as root
2 Execute the following command:

Linux;

# letc/rc.d/init.d/gmaild stop
#sleep 1
# letc/rc.d/init.d/gmaild start

FreeBSD:

# lusr/local/etc/rc.d/gmaild.sh stop
#sleep 1
# lusr/local/etc/rc.d/gmaild. sh start

U To restart the auth daemon for sqWebMail under Linux, run:
# Ihsphere/local/sgwebmail/libexec/authlib/authdaemond restart

Restarting MySQL Server

U To start MySQL server, run:

Linux:
# letc/rc.d/init.d/mysqld start

FreeBSD:
# lusr/local/etc/rc.d/my sql - server.sh start

U To stop MySQL, run:

Linux:

# letc/rc.d/init.d/mysqld stop

FreeBSD:

# lusr/local/etc/rc.d/mysql - server.sh start

U To restart MySQL, run:

Linux:
# letc/rc.d/init.d/mysqld restart

FreeBSD:

# lusr/local/etc/rc.d/mysql - server.sh start stop
#s leep 10
# lusr/local/etc/rc.d/mysql - server.sh start start
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Restarting Named

To start, stop, or restart named on the Paral8[shidre DNS server:
Log in as root.

2 Run the respective command below.

Warning: Do not use Kill - 9 to stop named, as it may cause information loss!!!

Linux:

starting: /etc/rc.d/init.d/named start
stopping: /etc/rc.d/init.d/named stop
restarting: /etc/rc.d/init.d/named restart

FreeBSD:

For Bind 9.3 and up (on page 216):

starting: /usr/local/etc/rc.d/named.sh sta rt
stopping: /usr/local/etc/rc.d/named.sh stop
restarting: /usr/local/etc/rc.d/named.sh restart

For Bind 8.x:
starting: /usr/sbin/named - u named
stopping: /usr/sbin/ndc stop - u named
restarting: /usr/sbin/ndc restart - u nhamed

Warning: Without ft u named g the command will run under root.

Usually, a Parallels H-Sphere DNS server contains a cron DNS check which starts
every 1 or 2 minutes and, if named is not started, starts it. Therefore, do not feel
alarmed if you stop named and see that it keeps working for another several minutes.
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Control Panel Server

Control Panel (CP) is the Parallels H-Sphere logical representation for managing
servers and hosting resources via the web interface. It is implemented as a Java servlet
that runs on its own Apache server. CP is a separate logical server and is included in
every Parallels H-Sphere configuration.

In this chapter:

Understanding Control Panel Server Configuration ..............ccoovvveviiiiinieeeeeieennns 66
Logging in @s the CPANEI USET .........uuiiiiiiiiiiiiiiiiiiiiiiiieiiiiieieeeeeeee e 72
Logging into Parallels H-Sphere System Database ..............ccccvvvvvvviiiiiieeneeeeens 72
Launching Control Panel Cron JODS ............uiiiiiiiiiiiciee e 72
Configuring TOMCAL........ccoiiiiiiiii e e e e e e e aaaaas 73
Running Java Command LiNE TOOIS..........uuuuuiuiiiiiiiiiiiiiiiiiiiiiiiiiieeeineineneneeneneenne 76
Securing Your CP Server With SSL .........ciiiiiiiiie e 91
UPQGradiNg JAVA ......ccuuuuiiiiieeeiieiiiiis e e e e et e s e e e e e e ettt s s e e e e e e e eaattaaaaeeaaaaennnes 94
Converting Parallels H-Sphere System Database from MS SQL to PgSQL....... 97
Upgrading SYStEM POSIGIES .......uuuuuuiiuiiiiiiiiieieiiiitiiieneieeininneneeseeneeeneennneeeeeeeneenne 100
Converting Parallels H-Sphere Database To UNICODE............cccceeeeevviiviiiinnnnn. 102
Accelerating Control Panel ... 105
ChangiNg CP URL ......uuiiiiiiiiiiiiii e 113
Migrating Control Pan@l SEIVET .......cciie i i eeaaens 117
Generating SSH Keys for Parallels H-Sphere Servers ........ccccoooveeeviieeiiieiiiinnnnn. 118
ENCrypting Trouble TICKETS .......uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiieeiieieeeeeeeeeebeeeeeeeeeeeeaeenee 120

Customizing Domain Registration LOOKUP SCript.......cccooeeeeiiiiiiiiiiiiiieeeee e, 123
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Understanding Control Panel Server
Configuration

This section provides the necessary information you need to know about the
configuration of Parallels H-Sphere control panel server.

In thissection:

INStAlled SOfWANE .......euieii e e e e e e e e e e e e eneees 66
INteraction BEIWEEN SEIVEIS........ccuuiiiiiiiiiiiiiiiiiieeeeeeeeee ettt 67
Location of CP Files and Dir€CtONES. .........uuuvuiiie e e e eaeeeneees 67
The Parallels H-Sphere Configuration File..............ccoooeiei 68
Control Panel Apache Server Configuration ...........ccccceeieeeiiiiiiiiiiie e, 68
Control Panel Back-End Servlet ENQiNe .........coooviviiiiiiiiiciee e, 68
Reseller CONfIQUIALION ..........uuueiieiiieiiiiiiiiiiiiiieeieeee bbb eebeeeneeeeneneneenne 68
CP SSL Configuration ............uceiiii e e e e e 69
CP Apache LOg FlES........ooeeee et 69
CP Traffic CalCUlatioNn............uuuiiiie e e e e e 70
The Parallels H-Sphere System Database ............ccccoeeeeeieee 70
CP Malil QUEUE......eueeeieeie ettt et e e e e e e e et e e e b e eaens 71

Installed Software

On control panel server the following software is used:

A Apache server version 1.3.x and 2.2.xSSL support: OpenSSL

A CP back-end servlet engine: Jakarta Tomcat (on page 73)

A System database: PostgreSQL 7.4.x and up

A SiteStudio - site builder optionally installed with H-Sphere on the CP server.
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Interaction Between Servers

Servers in H-Sphere clusters communicate only through the Control Panel. There is no
way for servers like web and DNS exchange commands directly.

To communicate with Linux/Unix servers, CP uses Shell or Perl scripts via SSH
protocol (port 22) as the cpanel user.

Communication between the CP and Windows servers is performed through the SOAP
protocol, http://www.w3.0rg/TR/soap/, (port 10125) which allows for cross-platform
exchange of data in XML documents via HTTP.

Location of CP Files and Directories

By default, the cpanel user home directory is /hsphere/local/home/cpanel

There you will find the following files and directories:

> > > >y > > >

>

A

apache - CP Apache installation

apachel/etc - CP Apache configuration

apache/etc/httpd.conf - CP Apache configuration file

shiva - H-Sphere related binary and config files

shiva/psoft_config - H-Sphere config files
shiva/psoft_config/hsphere.properties - H-Sphere config file

shiva/psoft_co nfig/HS_VERSION - file that contains version number of H-
Sphere

shiva/shiva - templates - H-Sphere templates location, DocumentRoot for
Apache server.

shiva/shiva - templates/index.html - Redirect to control panel; served
when the http://cp.domain.com:8080/ CP URL is accessed

/hsphere/shared/SiteStudio/psoft_config/masonry.properties -
SiteStudio config file (could be on a different server)

IMPORTANT: To make changes in these files, log into the CP server as the cpanel
user.



http://www.w3.org/TR/soap/
http://cp.domain.com:8080/
























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































