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CHAPTER 1

Preface

In this chapter:

Typographical Conventions

[T | 0 = T3 T

Typographical Conventions

Before you start using this guide, it is important to understand the documentation
conventions used in it.

The following kinds of formatting in the text identify special information.

Formatting convention

Type of Inforation

Example

Special Bold

Italics

Monospace

ltems you must select,
such as menu options,
command buttons, or
items in a list.

Titles of chapters,
sections, and
subsections.

Used to emphasize the
importance of a point, to
introduce a term or to
designate a command
line placeholder, which is
to be replaced with a real
name or value.

The names of
commands, files,
directories, and domain
names.

Go to the Systemtab.

Read the Basic
Administratiorchapter.

The system supports the
so called wildcard
character search.

The license file is located
in the
http://docs/common/
licenses directory.
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#Is 1 alffiles
total 14470

Preformatted On-screen computer

output in your command-
line sessions; source
code in XML, C++, or
other programming
languages.
Preformatted
Bold

What you type # cd /root/rpms/php

contrasted with on-screen
computer output.

CAPITALS Names of keys on the SHIFT, CTRL, ALT
keyboard.

KEY+KEY Key combinations for CTRL+P, ALT+F4
which the user must
press and hold down one
key and then press
another.

Feedback

If you have found a mistake in this guide, or if you have suggestions or ideas on how to
improve this guide, please send your feedback using the online form at
http://www.parallels.com/en/support/usersdoc/. Please include in your report the
guided title, chapter and section titles, and the fragment of text in which you have found
an error.



http://www.parallels.com/en/support/usersdoc/

CHAPTER 2

About This Guide

Parallels H-Sphere Administrator guide aims at hosting providers and explains how to
configure and administer Parallels H-Sphere control panel.



CHAPTER 3

Introductiorto Parallels ¥sphere

Parallels H-Sphere is a comprehensive hosting automation system that allows you to
provide a heterogeneous operating system environment to your customers across
multiple servers. It can manage hosting servers located in various data centers.

Parallels H-Sphere can have a multiple server layout, called a cluster. The main server
in the cluster is the actual Parallels H-Sphere Control Panel, a web application with
graphical interface, which centralizes all hosting management tasks, controls all hosting
servers and services, manages users, domains, events, and processes. Through
Parallels H-Sphere web interface, you can configure and manage these and other
subsystems, other servers (on page 16), user accounts and domains, etc. All system
data, such as billing, domain, and other info, is stored in the Postgres system database.
The Control panel consists of many subsystems, the major of them described below.

In this chapter:

DINS ManNagemMENT. ... .o e e et e e e et e e e e eaas 17
Y] AV Y F= T = To [T 0 1= o | P 18
USEIE SIGIUP ettt 18
Billing And Plan ManagemeENnt.............uuuuuuuuuereiiiiiriiiiniiieiieiieseeenenseesesneeneenenenneane 19
Merchant Gateway ManagemeENnt............ooeuuiiiiiiiieeeei e e e e e e e eaaaees 19
User/Account/Domain ManagemENT............uuuuuuuururuueeenenniennneennnnnnnennnnnnennnnenennees 20
S TST o] [T SRR 21
Domain ManagemMENT ........ccciiiiiiiiiie e ee et e e e e et e e e e e e e e eaar e e e eaaeeennees 22
3] PP 23
SUPPOIT CONEET ..ttt e et e et e e e e e e ennea s 24

Look and Feel Management..........cooi i e e e eaaees 24
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DNS Management

All DNS is managed by Parallels H-Sphere.

A typical Parallels H-Sphere setup requires one service domain name (example.com )
which is used as:

A the control panel domain (cp.example.com:8080 or cp.example.com:8443 ),
A web server domain (webl.example.com , web2.example.com ),
A name server domain (nsl.example.com , ns2.example.com ), etc.

It can also be used for third level hosting (on page 102) and instant access domain
aliases (on page 91), as well as to host the corporate (promotional) website. (on page
99)

The most typical configuration is to have two DNS servers, each on a separate box. In
case of one-server installations, you can put two DNS servers on one box (on page 49).
By default, Parallels H-Sphere randomly assigns primary and secondary DNS servers
for each domain to balance server load. If you want, you can assign master and slave
roles to DNS logical servers.

Parallels H-Sphere creates a zone file for each domain name on both name servers,
and allows end users to create custom DNS records through a web interface.

You can find more info on DNS Server Configuration in Understanding DNS Server
Configuration documentation in Sysadmin Guide.



18

Introduction to Parallels$&phere

Server Management

We differentiate between physical and logical servers.

Physical servers (on page 34) are actually or virtually separate computers with their
own operating systems (Linux, FreeBSD Unix, or Windows). They can be emulated
with VPS, VMWare or other software packages.

Logical servers (on page 37) are programs that run on physical servers and process
client requests. For instance when we talk about web, mail, DNS, mysql and other
servers, we mean logical servers. A physical server can have one or more logical
servers running.

Logical servers of the same nature and purpose make a server group (on page 68). In
case of multiserver installations, logical servers of the same group are located on
different physical servers, and Parallels H-Sphere randomly chooses from them to
create user accounts, which evens server load and disk space usage.

In most instances, Parallels H-Sphere operates with logical servers, not physical
servers. We work with logical servers when we add IPs (on page 46), configure system
SMTP relays (on page 56), assign mail server roles, assign name server roles (on page
49), etc.

User Signup

To use hosting services, users (site owners and resellers) need to sign up for a hosting
plan.

Parallels H-Sphere offers fully automated user signup (on page 460) through the signup
wizard. Depending on the billing type and signup settings, accounts may not be created
until moderated by administrator (on page 394). For instance, an account may not be
immediately created because it was blacklisted by Signup Guard (on page 398) or
because the user doesnd pay with a credit card.

Depending on the plan, access to the signup wizard can be unrestricted (available
ffrom the streetd or allowed only from the admin control panel. Registration ffrom the
streetdcan be performed by anybody without admin& interaction. Registration from the
admin control panel goes through exactly the same steps, but can be performed only
by the administrator. The latter is the only way to sign users up for publicly unavailable
plans.
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Billingand Plan Management

Parallels H-Sphere comes with a complete billing solution. When users sign up, buy or
use hosting resources, it calculates user charges based on the prices you have
specified and charges them to usersécredit cards. When credit card charges dond
apply, customer payments are added manually in the admin control panel. For more,
see Introduction to Billing and Introduction to Plans.

Merchant Gateway Management

Parallels H-Sphere can work with credit card processors and web based payment
systems to collect payments from customers. To enable a connection with either of
these, you need to configure a connection with the corresponding server.

CRrREDITCARDPROCESSORParallels H-Sphere offers complete automation with credit card
processing. To charge an amount to a customer& credit card, Parallels H-Sphere
connects to the merchant gateway server and sends an http request. Next, it waits for a
response, and once the success confirmation is received, respective changes are
made to the account balance.

Merchant Gateway Manager allows you to set up different merchant gateway accounts
for different types of credit cards. For instance, you can process VISA cards with
Authorize.Net, and MasterCard, with Verisign PayFlowPro. This way you can maximize
your profits by processing every type of credit card with the gateway that offers the
lowest rate for this type of card. For more, see Merchant Gateway Manager (on page
172).

WeBBASEPAYMENBYSTEMSParallels H-Sphere partially automates payments through
web based payment gateways, including WorldPay (on page 237), PayPal, 2CheckOut
(on page 227), GestPay (on page 231), PaySystems, and PayNova (on page 232).
Once you have registered an account with one of these gateways, you enter the
account details in Parallels H-Sphere. Every time a user chooses to pay, Parallels H-
Sphere passes account ID, amount payable, and possibly other details to the gateway.
The user is then taken to the gateway® web interface to enter the credit card number
and complete the transaction. When you receive the payment, you need to credit this
user& account (on page 423) through the Parallels H-Sphere admin interface, as in
processing check payments (on page 459). As a result, Parallels H-Sphere doesna
store credit card numbers of customers using web payment systems. For more, see
Web Payment Systems Manager (on page 225).
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User/Account/Domain Management

On the user side, Parallels H-Sphere operates with three different tiers: users,
accounts, and domains.

USERSA user, for the most part, is nothing but a login and password to enter Parallels
H-Sphere control panel. One user can have many accounts (control panels) created
under the same or different plans, and switch between them without having to log in
every time.

AccounTsParallels H-Sphere primarily operates with accounts, not users. One account
equals one license and one control panel with its own billing and interface settings. This
means an account has its own balance, billing profiles, invoices, etc. The unique thing
about each account is the numeric account ID. One user can have many accounts
created under different plans and platforms, for instance an account under a Unix plan
for SSH access (on page 463) and an account under a Windows plan for ODBC or
ColdFusion hosting.

DomaINsDomains represent the third tier in the end-user side hierarchy. Your customers
can have as many domains as they want under their one control panel license, unless
you limit the domains they can have. In terms of a web server, a domain is little more
than a correspondence to a web-site. Domains within one account share one control
panel (one menu tree with the same look and feel), and, having no traffic usage or disk
guota of their own, are billed in bulk with the same invoices.

Understanding Accounts, Domains, and Users (on page 269)
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Resellers

The Reseller feature allows you to sell your hosting services through resellers. Unlike in
other control panels, resellers in Parallels H-Sphere do not resell your plans. Rather,
they sell your hosting resources such as disk space, traffic, mailboxes, etc. at retail
prices, and are charged for them at wholesale prices. In other words, you set wholesale
prices and allow your resellers to group your resources into their own plans and define
their own retail prices for them. More on Billing Resellers (on page 373)

With the reseller admin CP, each reseller gets a private label hosting system, which
leaves you completely invisible to the end customer even at user signup and domain
registration. Resellers can have their own independent control panel URL, DNS server
names, company information, and all other parameters visible from the user& control
panel. They will appear to end customers as totally independent hosting companies.
Furthermore, reseller control panels are inaccessible by IP, which excludes the
possibility of accidental or intentional visits to your control panel URL.

Through their admin interface, resellers can customize the default look and feel of their
usersocontrol panels. They can change colors, replace all control panel images with
those of their own, edit many texts, change the default control panel language and the
currency of end user payments, etc. in exactly the same manner as it is done by the
master admin.
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Domain Management

There are several options to setting up a domain in Parallels H-Sphere:

A

REGISTER A NEW DOMRiarallels H-Sphere allows automatic registration of standard
second level domains right from the user control panel. It supports the regisrtation
of all TLDs supported by Enom or OpenSRS in real time. You can configure
Parallels H-Sphere to associate different TLDs with different registrars using the
Domain Registrar Manager (on page 148). TLDs with non-automatic registration,
including most regional domains, can be requested by the end user and then
manually registered by the admin through the Email Domain Registrar (on page
167).

TRANSFERIN existing domain. Users can transfer domains they have been using
outside Parallels H-Sphere. After the transfer, users will need to update their info on
the root DNS servers.

Set up a THIRD LEVEL DOMAKsers can set up domains based on the service domain,
such as userdomain.servicedomain.com

Set up a WEBSITE WITHOUT SBEAR DOMAIN NABEICh websites have all basic
functionalities and are accessible from the web at automatically generated
addresses based on the service domain, such as
123.uNNNN.servicedomain.com

PARK A DOMAIThis allows you to use Parallels H-Sphere DNS server for mapping
IPs and domain names serviced and hosted elsewhere.

Create an ACCOUNT WITHOUT R¥IAINThe user will be given disk space on the web
server with FTP access, but no DNS to set up a website.
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SSL

Parallels H-Sphere recognizes the following uses and types of SSL certificates:

WEBSITESSL- users can install SSL certificates one per website right from their user
control panels. For instance, a user can set up a certificate on user.com to have the
user.com website secured with SSL. This can be installed only on websites with
dedicated IPs.

SHAREBSLuses wildcard certificates to secure third level domains. For instance, if
provider.com is a service domain offered for third level hosting, you can set up a
wildcard certificate on provider.com to secure domains like userl.provider.com and
user2.provider.com. More>> (on page 134)

CPSSL- you can secure your control panel with a regular SSL certificate. At this point,
CP SSL is installed from the command line on the CP server.

RESELLERPSSL- you can configure your Parallels H-Sphere to let resellers secure their
control panels with regular SSL certificates. More>> (on page 375)

RESELLESHARELSSL- resellers can install wildcard certificates to secure their customersé
websites. More>> (on page 381)

DELEGATEBHAREISSL- you can allow your resellers to offer their customers your service
domain for third level hosting and wildcard certificate installed on it.

MAILSSL- you can install SSL on the service DNS zone to secure mail sent and
received by your customersdmail clients (such as Outlook Express). Mail SSL is
enabled globally in the system for all end users, including those under resellers. It is
available only to master admin. More>> (on page 138)
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Support Center

Parallels H-Sphere Support Center includes Ticket Center, Knowledge Base, and
Custom Jobs modules.

TICKETCENTERTrouble tickets can be created either from any place in the user control
panel or from email messages. Parallels H-Sphere periodically polls support mailbox,
converts incoming messages into trouble tickets, and puts them in the general queue
where they can be picked up, assigned to other administrators, answered, and closed.
Depending on how they were created, answered tickets are emailed back to the
customers or show up in the ticket center of end usersécontrol panels. Support
personnel can exchange notes on tickets - the notes are invisible to customers. More
on Providing Customer Support

KNOWLEDGRBASE Administrators can add common questions and answers to a
centralized location, group them by categories, and perform search by keywords. The
knowledge base is integrated with the ticket center to suggest answers to typical
questions. More on Knowledge Base (on page 501)

CusTonoBs Parallels H-Sphere also offers an interface to track additional services
offered to resellers or end users, such as web design and development, installation,
migration, and alike. The list of custom jobs and their status can be viewed from the
customer® interface. More on Custom Jobs (on page 506)

Look and Feel Management

Parallels H-Sphere comes with a few skins users can choose from. Different skins offer
different navigation schemes:

Left menu skin although this skin has a quick access page linking to the most frequently
used pages, the principal navigation is through the left side menu.

No menu pages are accessible from clicking navigation icons on the home page.
EXPressia pages are accessible from the horisontal javascript navigation bar AND
icons on the home page.

Each of the skins has a text based variation where navigation icons are replaced with
text links.

As administrator, you can configure interface settings, including images and icons (on
page 105), default skins and colors (on page 110), interface texts (on page 109), and
notification e-mails (on page 116).

The administrator can also allow users to choose preferred skins and languages.
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Parallels Fbphere Licensing

H-Sphere 3.2 introduces licensing through a unified Parallels key administration
system.

You will need a new license key if you are going to:

A Purchase or lease H-Sphere 3.2
A Upgrade earlier H-Sphere versions to the latest 3.2
A Upgrade the number of accounts

Purchasing and LeasingSghere 3.2

Before installing H-Sphere 3.2, go to http://www.parallels.com/store/hsphere/ to
purchase or lease Parallels H-Sphere.

Every new license purchase includes 12 months of Software Update Service (SUS) that
entitles you to version upgrade licenses throughout the life of your SUS. You will be
required to renew this annually to continue the service. All leased license keys
(monthly) include SUS.

After a fresh installation, when you first log into the Parallels H-Sphere control panel,
you will see the prompt to enter the license from the file. Add the purchased license as
described below. After the license has been added successfully, you will see the
license details on the License Infpage.

Upgrading to 3phere 3.2

Before upgrading earlier H-Sphere versions to 3.2, make sure to upgrade your lay
https://www.parallels.com/hsphere/key upgrade/

H-Sphere keys can be updated to support newer versions of the software when they
are SUS enabled. When the SUS feature of your key is up-to-date, you can perform the
upgrade of the key without extra costs. In case you run out of this service, please
contact our sales representatives in order to renew/reinstate it.

Warning: Old H-Sphere licenses are incompatible with Parallels licenses! Also, no
backward compatibility is provided for Parallels licenses on H-Sphere 3.1 Patch 1 and
earlier.
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Important: When you upgrade H-Sphere from 3.1 Patch 1 or earlier, you would lose
your older license and would not be able to enter your control panel unless you apply a
new license. So you must upgrade your licenbefore the upgrade.

U To upgrade the license:
1 Click License Infon the H-Sphere control panel menu.

2 Add the purchased license key. You have two ways of adding the
license key:

A Under License Code Activatiam the Activate Codéeld, enter the Key Activation
Codeand click Activate

A Under License File in the License Key File field, click Upload, then click Browse
to choose the license key file (you could add the license key either zipped or in
XML format), then click Submit.

After that, you will get the details of the applied key in the page:

A Key Numbelicense key identifier

A Key Versiona number which is incremented each time you upgrade your license.
When you add the license for the first time, its value will be 0001 .

A Auto Update Datéhe date when Parallels H-Sphere will try to automatically
update the license.

A Expiration Datel0 days after the Auto Update Date are given to the H-Sphere
administrator to update the license manually if the automatic update fails or not
possible.

A HSphere VersiorParallels H-Sphere version the license is applicable to.
A Accounts the number of accounts this license is provided for.

A Physical ServerResders, Staff Membershe license may restrict the number of
physical servers, resellers, or administrator accounts in the Control Panel.

A Sitebuilder SupporParallels H-Sphere now comes with Parallels SiteBuilder
integration (reserved for future implementation).

A Sharepoint SupporBiteStudio SuppgMS Exchange SuppovtPS Supporsupport
for legacy H-Sphere features.

A

Upgrading ¥bphere Accounts

If you want to upgrade the number of accounts that your key holds, you can do that
through our online store at http://www.parallels.com/store/hsphere/upgrades.
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CHAPTER 5

Getting Started

This document explains what you need to do in order to set up your hosting system
with minimum required configuration, considering the following:

A We presume that you have purchased Parallels H-Sphere license, installed
Parallels H-Sphere system, configured and tested it.

A A standard Parallels H-Sphere installation sets up a service dns zone (on page 89),
reseller CP alias, and an instant alias template (on page 91), creates a wwwuser
account for hosting your corporate site (on page 99).

Follow the given instructions step by step to configure your control panel.

In this chapter:

Stepl. Disable Global RESOUICES...........uuuuuuiiiiiiiiiiiiiiii e 28
Step 2. Set up a Domain REQISIIAN ..........uuiiiii i 29
Step 3. Configure Mail Notification AddreSSeS........ccceeevieeeriiiiiiiiiiiee e, 29
Step 4. Set up Payment SEttNGS ... ....uuuuuuumiiiiiiiiiiiiiiiiiiii e 30
Step 5. Create PIaNnS ..o 31
Step 6. Create Billing PeriodS........ccoiiveiiiiei e 31
Step 7. Configure SUPPOIt CENTET .......uuuuuiiiiiiiiiiiiiiiiiiiii e eeeeeeeeeeee 32

Step 8. Configure Look and Feel ..o 32
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Stepl. Disable Global Resources

Skip this step if you®e not going to disable any resources, hosting platforms or logical
servers.

You can globally disable resources, hosting platforms, CP designs, dedicated of virtual
private servers, etc. if you dond offer them to your customers.

1 Go to Plans- > Globalsin your Admin CP.

2 On the page that shows, uncheck the resources and/or hosting
platform you want to be entirely disabled in the system and submit
changes. This will affect all your plans and those of resellers.
However, only new sing-ups, but not your current accounts, are
subject to such changes.

U To disable resources and platforms only for specific plans:

Go to Plans- > Managanenu and click to edit the existing plan via Plan
Edit Wizard.

2 Go through Plan Edit Wizardnd submit it step by step without changing
prices.
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Step 2. Set up a Domain Registrar

Domain registrars need to be added and configured to allow customers to register
second level domains directly from their control panels.

1
2

Select Domain Registran the Settingsmenu.

Select a domain registrar in the Add New Registrairop down box and
click Add

Enter this domain registrar properties. Check with Domain Registrar
Manager (on page 148) for detailed instructions.

In the Set Activedrop down box, select this domain registrar.

In the TLDdrop down box, select the top level domain you would like
to associate with this registrar.

Click the Activatebutton.
Click Define Terms/Pricdsutton for the new record that appeared.
Enter prices for each time period and click Submit Query

Step 3. Configure Mail Notification
Addresses

i
1

To subscribe your staff to receive copies of usaikenotifications:
Go to the Settingsmenu - > Notifications > Notification Recipients

2 On the page that appears add subscribers to mailing lists you choose.
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Step 4. Set up Payment Settings

On this step you can configure Parallels H-Sphere to process credit cards, accept
check payments and perform online web payments for the services you provide.

i

wWw N = o Ol

c:

To configure credit card processingptighMerchant Gateway Mana@er page
1729:

Go to the Settingsmenu ->Payment Settings> CC Brandand add
necessary CC brands.

Go to the Settingsmenu ->Payment Settings> Merchant Gatewand add
necessary merchant gateway from the drop down menu and click Add

In the Set Activedrop down box, select this merchant gateway. You can
have only one active merchant gateway at a time.

In the Payment Typdrop down box, select the CC brand you would like
to process with this merchant gateway.

Click the Activatebutton.

To configur&Veb Payment Procesgon page23, like PayPal or 2CheckOut:
Go to the Settingsmenu ->Payment Settings> Merchant Gateway

Select the payment system from the drop-down menu and click Edit
Enter your account settings. Once you enter correct settings, the web
payment system will appear in the list as Active

To configurd’rocessing Check Paymefis pagel59:

Go to the Settingsmenu ->Payment Settings> MerchanGateway

Enable Accept Checks
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Step 5. Create Plans

Now that your control panel is configured, you can create hosting plans.

1 Go to Plans-> Createand click Selectnext to the plan to start the wizard.
2 Enter the name of the plan at the top of the page.

3 Select the resources (features) you would like to include in the plan.
Make sure to leave Service Domainnchecked.

4 In the last section of the wizard, make sure to enter Credit limite.g. 10
and click Nextto proceed.

5 Enter prices and free units for each type of resource and click the
Createbutton at the bottom of the page.

6 Go to Plans-> Manageand turn this plan ON for signups.

Now your control panel is ready for signing up users (on page 460). Please read all
documentation before using Parallels H-Sphere as a production system.

Step 6. Create Billing Periods

Each plan can have several billing periods with different price discounts for each. You
cand delete billing periods, but you can change their duration. For instance, if you
create a billing period for 1 year and you find out you dond need it, you can change it to
3 months.

To create a billing period for a plan:
Go to Plans-> Manageand click Settingsin the Advancedsection.
Scroll down to the Payment Intervasnd click Add

Specify the duration of the billing period. For instance, to make it 3
months long, select MONTH and enter 3 in the Sizebox.

4 Optionally, enter discounts. For instance, if you want to cancel any
setup fee for this billing period, enter 100 in the Setup Bicountfield.

5 Click Submit This will add the billing period to the list.

w N =
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Step 7. Configure Support Center

Support Center is the web-based means of providing customer support.

To configure your Support Center:
Go to Plans-> Createmenu and choose Adminstrator Plan Wizard

2 Enter TechSupport Admias the name of the plan, check to include
TroubleTicket Admiand Allow assignment of trouble ticketisd submit.

3 Go to Plans-> Manageand turn this plan ON for signups.

4 Go to Signupmenu, click to sign up for Tech Support Admend create
Tech Support Admin account using the signup wizard.

5 Go to Settings- > Tech Supporand configure your Support Center (on
page 498). It is required to collect customersbe-mails and convert
them into trouble tickets.

Step 8. Configure Look and Feel

Go to Settings-> Look and Feehenu and enter information to all necessary sections.
These settings will affect all your customersécontrol panels.

A Corporate Logos (on page 105): enter Banner HTML Coder the banner to show up
in your users CPs and the location and sizes of the logos. Click the help [ ? ] icon
for details.

A Company Info (on page 125): enter the company info that will show in customer e-
mail notifications and the address will be used by customers to send checks.

A Default language (on page 113): choose CP interface language. It can be
overridden by individual customers.

A Regional options (on page 103): enter preferred currency symbol.The language and
the regional settings will affect all your customersdcontrol panels.

A Default CP design (on page 110): set designs to be available by users and the
default design for Users CPs.
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Server Configuration

This chapter provides you with the instructions on how you can configure physical and
logical servers in Parallels H-Sphere.

In this chapter:
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Physical Servers

Physical servers (also referred to as boxes) are represented by physically or virtually
separate computers with their own operating systems (Linux, FreeBSD Unix, or
Windows). Physical servers can be emulated with VPS, VMWare or other software
packages.

Separate physical servers are required for:

A

> >y > >

Windows web hosting

MS SQL user database hosting
Windows real media hosting
PostgresSQL user database hosting
VPS hosting

In this section:
AddING PRYSICAl SEIVEIS ... 35

Physical SErver CONIOIS.........cooiiiecce e e 36
Deleting @ PhYSICAl SEIVEN ......ccoiiiecee e e 37
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Adding Physical Servers

Important: note that this document provides instructions on how to add physical
servers via the control panel. It is just a step in the procedure of adding servers and
services to the Parallels H-Sphere cluster. You can read about this in a separate guide.

w N -

To add a new physical server to ParalkSpltere:

In your admin control panel, go to E. Manager> Servers-> Add P.Server
Click Add Physical Serveat the bottom of the page that appears.

Enter the name of the physical server, its IP and associated net mask:

Add Physical Server

Mame |web.examp|e_cnm +
IP 1 [192.168.0.1 +
Mask 1 |255.2 55.255.0 +
IP 2 | +
Mask 2 | +
Login Ircu:rt

Password | “““““

05 type Unix |

Submit |

Specify Loginand Passwordbarameters:

A For Windows servers, these are login (hsadmin by default) and password
chosen when installing the Winbox.

A For Unix servers, enter login: root and root password for this server.

Dond enter IP2 and Mask2, they are not implemented for Linux and for Windows.
Click Submit

Add server groups (on page 68) (types) of logical servers to be placed
on this physical server.

For example, if you add only web servers and mail servers groups,
you wond be able to add any DNS servers to this physical server.

Go to E.Manager> Servers-> P.Servergo see the newly added server in
the list of all physical servers in the system.

To finish adding this physical server to Parallels H-Sphere, add to it also logical servers
(on page 37) (services that you plan to place on it). Further steps are described in a
separate guide on Adding servers and services to Parallels H-Sphere.
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Physical Server Controls

To see all physical servers in your Parallels H-Sphere cluster, go to E. Manage+>
Servers> P.Servers

Physical Servers

192,168.114,23 [255.255,255.0] [] O
[web servers] [name servers] [maill servers] [MySQL

oL [
cp.sxample.org servers] [Control Panel] [PESOL servers] [MRTG ! ii
Servers] [web_custom)]
web.example,.com 192,168.0,1 [255.255.255.0] [1 1 ! ﬁ

Load Balanced Servers

192,168.114,13 [255.255.255.0] [] 1

[web servers] [name servers] [mall servers] [MySQL 0) ii
servers] [PGSQL servers] [mysgl_example] )
[web_custorm]

add Physical Server

[oadbalanced. test

From this page you can:

A 2 - choose Apache version (on page 57) for all Unix boxes and configure settings
for Unix web boxes (on page 57)

A I means that this physical server hasna been physically added to the system
A SN - view system information for this server

You can disable monitoring information for this server to preserve resources of the
system. To do this, click the physical server title on the page E. Manager> Servers>
P.ServersScroll down and click the button against Enable server info monitoring

Enable server info manitoring

When this service is enabled, you can also view, from the System Irdrmationpage,
which packages and services are installed on the system and perform system
service management (on page 86).

See also:

Load balanced server clusters (on page 71)
Updating physical boxes from the CP interface (on page 76)

Physical server installation/update profiles (on page 78)
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Deleting a Physical Server

A physical server can be deleted only if it& free of logical servers.

w N -

To delete a physical server:
Go to E.Manager> Servers-> P.Servers
Click the name of the physical server youdve decided to delete.

In the Used bysection, find the Deleteicon. It appears only if the server
isnd used by any services:

Physical Server

Id 23
MName mailZ. example.com
05 type LIrix
Status ]
Used by Unused T
IP1 I192.1EE.11E.241 +
Mask 1 |255.255.255.0 +
IP 2 | +
Mask 2 | +
Lagin [admin

Subimit |
Group
Add Group |weh servers  =| Add |

Logical Servers

By logical servers we mean the software that runs on physical servers and processes
client requests.

In this section:

AddiNg LOGICAl SEIVEIS. ... 38
Enabling User Signup on LOgiCal SEIVErS............uuuuiuiiiiiiiiiiiiiiiiiiiiiiriiiiieinnnnnnnnn 40
REMOVING LOGICAl SEIVEIS......uuiiiiiiiiiiiiiiiiiiiiieiiiiiiibeebeeaeeeebeesebeeeeeeeeeeeeeeseeesnnnennes 41

Setting Logical Server Additional OptioNS..........cooeiiiiiiiiii e 41
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Adding Logical Servers

Important: for correct system performance, we dond recommend that you have more
than one logical server of the same type (web, mail, dns etc.) per each physical box. As
an exception, two logical dns servers are permissible under one- server installation. As
soon as the second box is added to the system, one of the name servers should be
moved to that box.

Before you begin adding a logical server to Parallels H-Sphere, make sure to have the
physical server added to Parallels H-Sphere configuration.

To add a neWwgical server to ParallelsSthhere:

Go to your admin control panel.

Go to E.Manager> Servers-> Add L.Server

On the page that appears, enter the properties of the logical server:

w N -

Add Logical Server

Name |ns.demo242 psoft *
Group |web SEFVEFS =]
Server Tope ILINI}{ LI
Physical Server | ns2.demazaz psot =

[ ezcription Ill:lgiI:ElI weh server *
File Server I

Edit file path |

Submit |
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> > > >

A
A
A

Name The domain name of the logical server;
Group The group of logical servers you are adding this server to.
Type The type of the server.

Physical ServeiThe box where the logical server is installed. If nothing is
available in the dropdown box, add this server group to the physical server (on
page 68) first.

DescriptionThe note that will help you identify this server among others.
File Serverredundant parameter, not in use any longer.

File Pathredundant parameter, not in use any longer.

Click Submitto create a logical server. You will proceed to the page
where you can configure other parameters for this logical server:

a
b

Enable user signup (on page 37) on this server

Automatically generate custom DNS records (on page 95) by clicking Generatén
front of Generate custom DNS records for this logical server

Add IP range (on page 46) available for hosting on this server

Configure additional options (on page 37) specific to this logical server type
(Web, mail, DNS, Windows, ...)

Add DNS records (on page 95) for this logical server.

If you are adding a web server, select Shared SSL Managerthe
E.Managemenu, click the Edit icon next to the domain name and enter
the certificate key and certificate file in the Install completely new
certificate key and file pair boxes. Then click the Upload button. This
will update the shared SSL certificate installation on all servers,
including the newly installed one.

For each type of logical servers, configure specific additional options
(on page 37).
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Enabling User Signup on Logical Servers

By default, customer signup is disabled on new logical servers. Sometimes you may
want to keep it disabled to provide dedicated servers to individual customers or to

prevent them from getting overloaded. In most cases, however, you would need to turn

it on.

U To enable user signup:
1 Go to E.Manager> Servers-> L.Servers

2 You will be taken to the list of all logical servers in the system. Click
the server you would like to edit:

Logical Servers

20 - cp.example.com
21 - ns.example.com

22 - mail.example.com
23 - web.example.com
24 - nsZ.example.com
25 - mail2.example.com
26 - webZ example.com
27 - mysqgl.example.com
2B - pgsgl.example.com

29 - win.example.com

4dd Logical Server

Control Panel {Contral Panel) - cp.example.cam

DMNS Server {name servers) - cp.example.com

Mail Server (mail servers) - cp.example.com

Web Server (web servers) - cp.example.com

DNS Server (name servers) - ns2.example.com

Mail Server {mail servers) - ns2.example.com

Webh Server (web servers) - nsZ.example.com

MySOL Server (MySQL servers) - ns2.example.com
PostgreSOL Server (PGSOL servers) - ns2.example.com

&
%]
@
e
]
=
&
&
%]
@

Windows 2003 Server (win servers) - win2003.example.com

Apply changes

3 On the page that appears, turn on the Available for signupption.

Logical Server

Id

Name

Group

Server Type
Description
Physical Server
Available for signup

Status

28

win.server

win servers
Windows 2000
win server

win.server !

il
.'\

0 |Click to enablel

Generate custom DNS records Generate |

for this logical server
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Removing Logical Servers

To remove a logical server:

Make sure no accounts, mail domains, web sites or other resources

are run on it.

2 Delete all the IPs designated to it (E.Manager> L.Servers> &Gelected

logical servéipage)

3 Click the Deleteicon which will then appear in the Usagefield

Setting Logical Server Additional Options

Once a logical server is added, you can set additional options for it. To set additional
options, click the logical server name in the list of all logical servers and scroll down to

the bottom of the page.

Web server additional options

Additional options
Unix user hame directory
Miva Merchant version

Webshell (File Manager)

Prohibit users from switching to
dedicated IP

Cutgoing rsync connection IP address

fhsphere,’lucal,’lhome + Set
|MivaMerchantM.Morla‘ter j Set |
| wehshelld | | set |

r Setl

|192.168.112.1,192.158.1' +  Set
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You can set the following for the webserver:

A Miva Merchant versiothis option allows setting correct extensions prior to
installation: .mv for v. 4.12 and older and .mvc for v.4.14 and later.

A Unix user home directomgnter home directory if necessary.

A Webshell (File Managehis option allows choosing between Webshell4 and
Webshell5 (CGI Mode)

A Prohibit uses from switching to dedicated thsables switching to dedicated IP for all
users

A Choose External Horde DB Sersetr MySQL logical server for Horde Webmail

Frontend. If you set LOCAL Parallels H-Sphere will use the default server.

A Outgoing rsync connton IP addresdJsually, rsync would connect from the Web
server® shared IP, but for non-default rsync allow host parameters you can set the
outgoing rsync connection IP(s) (delimited with comma) in the logical server
options.

Make sure to click Setto apply changes.

Windows server additional options

Logical Server

id 38

Name win2003-115 psoft
Group win servers

Server Type Windows 2000
Description win 2003 test
Physical Server win2003-115psoft !
Available for signup

Status 0

Generate custom DNS records Generate I
for this logical server

User accounts -1

Web sites =1
Usage
Additional options
FTP server type s x| Set
Miva Merchant version . »
iPs i ! Miva Merchant v4.14 or later _] Set
Maximum number of worker processes by Shared Application
Pool ]SO + Set
Maximum number of worker processes by Dedicated ‘S - Set

Application Pool

Prohibit users from switching to dedicated IP - iSet
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You can set the following parameters for the Windows server:

A FTP Server Typgou can choose between IIS and FTP

A Miva Merchant versiothis option allows setting correct extensions prior to
installation: .mv for v. 4.12 and older and .mvc for v.4.14 and later.

A Maximum number of worker processes by Shared Applicationreeojou set the
restriction, users wond be able to exceed it in their User CP.

A Maximum number of worker processes by Dedicated Applicatiooneeaglou set the
restriction, users wond be able to exceed it in their User CP.

A Prohibit users from switching to dedicatedli®ables switching to dedicated IP for all
users, if necessary

DNS server additional options

Additional options in DNS logical server allow assigning master and slave roles to DNS
logical servers and limiting resellers to particular DNS logical servers.

For detailed information, read about DNS Servers (on page 49).
Mail server additional options

Additional options

Mail role (master+relay, relay) I master+relay j Submit |
Choose Extemnal |my5q|2_test110_psoft | Submit |

Spamassassin DB Server

Choose Unix Hosting server .
web2 . test110.psoft - Submit
for Horde I P J _I

Additional options in mailserver allow to choose:

A Mail server role at the system level

A External Spamassassin DB Server If you set LOCAL Parallels H-Sphere will use
default server.

A Unix Hosting server for Horde If you set LOCAL Parallels H-Sphere will use default
server.

REMOVING MAIL RELAKSA CHOSEN MAIL 8ER

If your mail server has none of mail domains, you can remove all its mail relays in one
click on the Mail Servers Settingmge. Firstly, make sure the
CleanMailRelaysForMailServer cron is enabled in Background Job Manager

Mail domains - 0

Usage
Mail relays - 1 Click to remove all mail relays on current mail sewer@
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Once you removed all mail relays, you can remove the corresponding logical server.

MySQL server additional options

Additional options

Ch Unix Hosti i |
oose Unix Hosting server |web_test110.p50ﬂ j Submit
for PHPMyAdmin

Remote Access To My3QOL F Set |
Server

You can set the following for the MySQL server:

A Unix Hosting server for PHPMyAdmin that will host your usersébuilt-in phpMyAdmin
control panel. If you set LOCAI Parallels H-Sphere will use default server.

A Remote Access To MySQL Server

PostgreSQL server additional options

Additional options

Ch Unix Hosti .
cose MM TSING | web.test110.psoft  ¥|  Submit |
senver for PHPPgAdmin

A Unix Hosting server for PHPPgAdmin that will host your usersébuilt-in phpPgAdmin
control panel. If you set LOCAI_Parallels H-Sphere will use local server.

VPS server additional options:

Additional options

Choose Type of VPS EFreeVPS R Set |

FreeVPs
OpenVZ
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Additional VPS server options allow to choose between FreeVPS and OpenVZ
solutions.

See also Changing Parallels H-Sphere VPS Solution in Sysadmin guide.

Load Balancer File Server (Filer) Settings

Load Balancer Server Settings

File Server Type | NET_aPP -

File Server |192.1ﬁ8.ll?.l3U:fUO|fU‘D|D +
File Path I{unlfvolﬂfhsphere +
File server Volume ID I'u'c:ID +

Submit |

Once the physical server for this logical server (master server only!) is configured in the
load balanced server cluster, the following Load Balancer File Server Settislgsuld be set
in Logical Serveoptions:

A File Server Typéle storage OS type, like UNIX for generic Linux NFS;

A File Serverfile storage volume location, like 10.9.8.7:/vol/volO;

A File Path(optional) file storage path to Parallels H-Sphere directory, like
Ivol/volO/hsphere

A File server Volume Ifile storage volume ID, like volO .

See Installation of Load Balanced Web/Mail Clusters in Parallels H-Sphere in Sysadmin
Guide for explanations.
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Adding IPs

U To add IPs to a logical server:

1 Go to E.Manager> Servers-> L.Servers
2 Select the logical server from the list:

Logical Servers

20 - cp.example.com
21 - ns.example.com

22 - mail.example.com
23 - web.example.com
24 - nsZ.example.com
25 - mail2. example.com
26 - webZ example.com
27 - mysqgl.example.com
28 - pgsgl.example.com

29 - win.example.com

Add Logical Server

Contral Panel {(Control Panel) - cp.example.com
DMS Server (name servers) - cp.example.com
Mail Server (mail servers) - cp.example.com

Weh Server (web servers) - cp.example.com

Mail Server (mail servers) - ns2.example.com

Web Server (web servers) - ns2.example.com

MySQL Server (MySQL servers) - ns2.example.com
PostgreSOL Server (PGSQL servers) - ns2.example.com

0%
@
@
@
DNS Server {name servers) - ns2. example. cam @
@
@
0%
@
@

Windows 2003 Server {(win servers) - win2003,example.com

Apply changes
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3 On the page that appears, enter the IP(s):

Logical Server

Id 23
Mame web.example.com
Group weh servers

Server Type LINI®

File Server

Edit file path

Description Webh Server

Physical Server cp.example.com O

Available for @

signup
Status ]
Jzer accounts -3
Web sites -3
Lsage
Content Move Processes (Source) - 0
Content Move Processes (Target) - 0
IPs 192,168,116.250 [255,255.255.0] (Default Shared IP) 3 domains use this 1P,

Add IP range

Fram | !

To | + required only for Dedicated IP

Mask | !

Type |Dedicated P =

Shared IP Tag I + Use any value from 10 (default 2) to 100

Subimit |

Additional options

Miva Merchant

. hiva berchant w412 or older Set
version I j —I

Unix user home

+
directary fhsphereflm:alﬂhnme Set
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A

From enter the first IP of the range of dedicated IPs. If you are adding only one

IP, enter it here.

A Ta enter the last IP of the range of dedicated IPs.

A

Mask enter the netmaskd you should have received it from your Internet Service
Provider. When adding a pool of IPs on FreeBSD servers, add the first IP
separately with the real mask, then add the other IPs as a pool with the mask

255.255.255.255.

A Type select the type of IP you are adding to the system:

Add IP range

From 1

To + reqguired only for O

|

|
Mask | I
Type ESEF‘U‘iCE P il

y value from 10 (default 2) to 100

Submit |

Shared IP Tag Outgoing IP
Bouncing IP
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A Dedicated IPthe IP will be dedicated only to one site/service. This means that
Dedicated IP should be unique and cannot be used anywhere else. Choose it
only for Web and Windows servers.

A Shared IR the IP will be used by multiple Web sites under Unix and Windows via
typical Virtual hosting. Choose it only for Web and Windows servers. Make sure
to add shared IPs one by one, NOT as a range of IPs.

Importat: We recommend having at least one shared IP (fdefaultoone with
default Shared IP tag 2) on every Web/Windows server. This is in particular
essential for creation of reseller DNS aliases.

A Service IR choose it for logical servers other than Web and Windows. Donda
choose it for Web and Windows servers!

Note:
1. For every logical server other than Web/Windows exactly one service IP
must be set!
2. If you add a service IP to a logical server in the «Control Panel» or
«MRTG» group, make sure it is the IP of the physical server.
Mind also, that service IP doesn't automatically bind to a physical server.
Instead you have to put it up manually or use physical server's primary IP.

A DNS Reseller lthoose it only for resellersbname server aliases.
System Managnent IR reserved for future use. Dond select it.

. >

A Outgoing IR configure separate IP for sending outgoing mail. If this value is
specified, all your mail is sent from the specified IP, not from your actual mail
server IP. Use this control when your mail server IP is added to a spam blacklist,
and mail from your domain is rejected. Important: You can have only one
Outgoing IP per mail server.

A Bouncing IP- configure separate IP for sending bounced mail. It allows isolating
bounced message on a different IP address and block them without blocking
other mail. Important: You can have only one Bouncing IP per mail server.

A Shared IP Tag digital fmarkothat helps to separate sites on one logical server. It
allows you to allocate a separate shared IP address to a group of sites of, say,
explicit nature. This may become necessary, because many corporate firewalls
filter sites based on their IP address, not domain name. Note: Make sure to
have one shared IP tag used by one shared IP within one logical server.

IMPORTANT:

1. Make sure the same dedicated or shared IP is not used by more than 1 server.
2. When added to the logical Web server, dedicated IPs are not registered in
ipconfig. They are only added when new accounts are created.

4 Added IPs will show up under IPsin the Logical Servesection.

Once added, IPs can be painlessly changed only when no Websites are running on the
system. Changing IPs on production servers implies an IP migration.

DNS Servers

How Do | Put Several DNS Servers On One Box?
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You can have more than one DNS servers on one box. However, if youd like to put
your DNS servers on more than one box, you need to put each of them on a separate

box.

To configure multiple DNS servers on one physical box, see Single DNS Confiruration
in Sysadmin Guide.

How do | assign master and slave roles to DNS logical servers?

1 Go to E.Manager> Servers-> L.Servers

2 Click DNS logical server name. Youdl be taken to its configuration
page. At the bottom of the page youdl see the Additional optiongorm:

Additional options

DS role {master,slave ) Ima,ster :l
Sukbrnit I
Used by: I - all accounts j
Subrit I
3 From the DNS role drop-down box choose either masteror slavelor
slave2

4 Repeat steps 1-3 for the rest of your DNS logical servers.

If DNS logical servers are not assigned any roles or more than one DNS logical
servers are assigned the same role (e.g. two master or two slavel servers),
Parallels H-Sphere will randomly assign fimasterdto one of them and address
another one as fslavea In this case it& quite likely that the same DNS logical server
will have different roles for different DNS zones.

How do | limit resellers to particular DNS logical servers?

1 Go to E.Manager> Servers-> L.Servers

2 Click DNS logical server name. Youdl be taken to its configuration
page. At the bottom of the page youdl see the Additional options form:

Additional options

DS role {master,slave ) Imaster ;l
Subamnit I
Used by: I - all accounts j

Subrnit I
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A

From the Used bydrop-down box choose:

all accountgo allow both regular and reseller customer accounts to use this DNS
logical server;

resellers onlyo allow only reseller end customer accounts to use this DNS logical
server;

master admin onlp allow only your regular customer accounts to use this DNS
logical server.

Important: if all DNS logical servers are used by the same group, signups from under
the other group will fail.

Mail Server Settings

Parallels H-Sphere incorporates the following mail server functionality configured from
CP web interface:

A

A

Qmail controls - configuring general and antispam Qmail controls (Sysadmin
Guide).

SpamAssassin - configuring mail server SpamAssasin parameters.

SPF and SRS - configuring SPF and SRS on server level.

Blocking IP - fighting spam or ignoring unwanted emails by denying relay to specific
IP.

Adding Qmail Settings To IP/Subnet - adding mail relay and other Qmail settings to
a chosen IP/subnet.
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SPF and SRS

A SPFor Sender Policy Framework figthts e-mail forgery in SMTP transaction. It

prevents unauthorized people from forging email addresses. When users enable
SPF, a DNS TXT record is created for DNS zone hosting this domain. It defines
what IP& can be used to send mail from this domain. On receiving e-mail from
user® domain, recipient, providing SPF is enabled on their side, can check if it
indeed was sent from the IP listed in this DNS record.

SRSor Sender Rewriting Scheme is a mechanism to rewrite sender addresses
when a mail is forwarded in such a way that mail forwarding continues to work in an
SPF compliant world. When you add SRS, then srs gmail parameters will be
included on all mail servers, also base64 secret key used in the SRS address cipher
will be generated. You can include mailSRS cron in the Background Job Manager to
regenerate secret key every month.

In this section:

ENabling SPF and SRS .......ouiiiiiiiiiiiiiiiiiiiiiiiiiieee e 52
Configuring SPF and SRS........oiiii e 53

Enabling SPF and SRS

A SPFisincluded in plans as a regular resources with plan edit wizards.
A SRS is enabled for the whole system and doesnd require enbaling it in the plans.

To enable SRS, go to Mail Servergthe E.Manager> Serveranenu) and turn it ON,
clicking the OFFbutton in the SRS entry:

SRS

Mail SRS Support fArmal server parameter SRS is turned off on all mail servers) @
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Configuring SPF and SRS

To access SPF/SRS configuration form:
Select Mail Serverérom the E.Manager> Serversmenu:

zenter | Loaok And Feel | Settings | E. Manager | Reports | 3rd party Tools | Logout

Enterprise

P.Servers

Add P.Server
ey wour Company Info has | L.Servers Hletelvcorrectly.
a3 on the Company Info pad Add L.Server )

Server Groups
D= Manager

0 User
Shared S5L Manager
15 . assword
. . Mail Servers
1 creation wizards Start A M Account
1 Groups Art Azcount HMove Count
1al Resources Started Move Processes
|l Request Manager Other
2 Click the Actionicon in the Mail Server Settingsection:
Mail Servers Settings
Mail server Action
mail.rh27-uZ4update. test =

3 At the bottom of the page you will find SPF/SRS configuration form:

SPF & SRS parameters

spfhehaviar I Mever do SPF lookups, don't create Received-5SFPF headers j

spfrules (* Rules that are executed before the real SPF roles for & domain would fail (fail, softfail,
neutraly. They are also executed for domains that don't publish SPF entries)

spfguess
{* Rules that are used if the domain doesn't publish SPF rules)

spfexp Ithe expanded SPF explanation
{* %o can override the default SPF explanation’

ars v 10

{* Enahled Sender Rewriting Scherne (SRS

Sukarnit I
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For SPF/SRS configuration parameters see details in Configuring SPF/SRS
parameters in Sysadmin Guide

AntiSpam and AntiVirus

Parallels H-Sphere incorporates SpamAssassin and ClamAYV filters into its mail servers.
They have been added to Parallels H-Sphere as the Antispam and Antivirus resources
globally enabled in the system, and can be configured in Control Panel both at the
server level (on page 51), and for individual plans, accounts, domains and mailboxes.

In this section:

Enabling AntiSpam and AntiVirus in Control Panel...............cccvvviiiiiiiii e, 54
Configuring AntiSpam and AntiVirus Default Settings............ccccoeeeeiiieriiiiiiiinnnnn. 55

Enabling AntiSpam and AntiVirus in Control Panel

To enable AntiSpam and AntiVirus in Control Panel:

GLOBALSETTINGSIN Info-> Global Resourcesheck AntiSpamand AntiVirus
and click Submit Query

2 PLANS In Info-> Plansselect the plans where you would like to enable
spam and virus protection. On the first page of the wizard, enable
Antispamand Antivirus Optionally, set prices for these resources on the
subsequent steps.

3 Accounts, domains and mailboxegnaging Antispam and Antivirus on this
level is managed via User CP.
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Configuring AntiSpam and AntiVirus Default Settings

You can set default AntiSpam and AntiVirus settings for new mail domain. They will be
applied to all new mail domains. Later each user can change it via user CP.

U To set defaults in your Admin CP:
1 Go to Settingsmenu - > AntiSpam and AntiVirus Defaults:

A Choose Spam and Virus processing manipulation

A Set MaxScordevel: this value cannot be chosen with Spam processing Remove
value simultaneously

2 Click Submit



